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Express  install  is similar  to  a regular  server  install  except  that  you  have  the  additional  option  of 

launching  the  server  from  the  last  window  displayed  during  express  install.  During  the  express  install,  

you  are  presented  with  various  dialog  boxes  and  informational  messages,  as  you  would  be  during  the  

standard  Domino  server  install;  however,  during  express  install,  many  of the  options  presented  on  the  

dialog  boxes  are  selected  for  you,  resulting  in  a faster  install  process.  

To run Domino’s  Express  Install,  from  the  Installer  command  line,  enter  the  following  command:  

setup  -express  

Note:  Run  Domino  express  server  install  from  the  full  installation  kit.  It  is not  available  for  installation  

from  a Web kit.  

Concurrent I/O and Direct I/O not supported on Domino servers on AIX 

Concurrent  I/O  (CIO)  and  Direct  I/O  (DIO)  are  not  supported  with  Lotus  Domino  servers.  CIO  is a file  

system  feature  introduced  in AIX  5.2.0.10,  also  known  as  maintenance  level  01,  in  the  Enhanced  

Journaling  File  system  (JFS2).  This  feature  improves  performance  for  many  environments,  particularly  for  

relational  databases.  

Because  the  CIO  feature  is not  supported  for  use  with  Domino  servers,  do  not  enable  this  option  on  file  

systems  that  Domino  accesses.  If this  option  is  enabled,  Domino  data  may  be  corrupted  which  can  causes  

server  crashes  or  performance  issues.  

Certain  core  file  system  items,  such  as  file  buffer  cache,  per-file  lock  or  inode  lock,  and  sync  daemon,  are  

managed  differently  by  the  operating  system  with  the  CIO  option  enabled.  Domino  is not  coded  to  

address  these  changes  in  behavior.  

The  CIO  option  is  typically  enabled  as  a flag  when  a file  system  is mounted.  Use  these  steps  to  disable  

the  mount  option:  

1.   Run  this  command  for  each  file  system  mounted  with  CIO:  

chfs  -a options=rw  /FS_NAME  

Where  /FS_NAME  is  the  name  of the  mount  point.  

2.   Unmount  and  remount  each  file  system,  or  reboot,  which  has  the  same  effect  when  done  after  

running  the  chfs  commands.  

3.   To verify  that  the  change  was  applied,  run ’mount’  and  verify  that  you  do  not  see  ″cio″  in  the  mount  

options  column,  as  shown  in  the  examples.

Example of output with CIO disabled 

/dev/test05lv      /test05  jfs2    Oct  04 23:13  rw,log=INLINE  

Example of output with CIO enabled: 

/dev/test03lv  /test03   jfs2    Sep  19 19:25  rw,cio,log=INLINE  

For  more  information  on  the  CIO  feature,  see  the  AIX  whitepaper  ″Improving  Database  Performance  With  

AIX  Concurrent  I/O″ at  http://www-1.ibm.com/servers/aix/whitepapers/db_perf_aix.pdf  

The Domino Server Setup program 

The  Domino  Server  Setup  program  guides  you  through  the  choices  you  make  to configure  a Domino  

server.  Setting  up  the  first  Domino  server  in  a domain  establishes  a framework  that  consists  of  the  

Domino  Directory,  ID  files,  and  documents.  When  you  set  up  additional  servers,  you  build  upon  this  

framework.  

Note:  Domino  first  server  setup  creates  IDs  with  a default  public  key  width  of 1024  bits.  If  a different  

key  width  is  required,  run SETUP.EXE  to  install  the  Domino  files  but  before  starting  the  server,  open  the  
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server’s  NOTES.INI  file,  and  then  set  SETUP_FIRST_SERVER_PUBLIC_KEY_WIDTH  to the  desired  key  

width.  For  example,  for  Domino  R5-compatible  keys,  install  the  files  for  the  Domino  server  by  running  

SETUP.EXE,  but  before  starting  the  server,  open  the  NOTES.INI  file  and  then  set  

SETUP_FIRST_SERVER_PUBLIC_KEY_WIDTH=630.  The  public  key  width  can  be  set  to  either  630  or  1024  

when  using  the  NOTES.INI  variable.  

Setting  up  the  first  Domino  server  does  the  following:  

v   Creates  a Domino  domain.  

v   Creates  the  certification  log  file,  names  it CERTLOG.NSF,  and  saves  it in the  Domino  data  directory.  

v   Uses  the  PUBNAMES.NTF  template  to  create  the  Domino  Directory  for  the  domain,  names  the  

directory  NAMES.NSF,  and  places  it in  the  Domino  data  directory.  

v   Creates  an  organization  certifier  ID,  names  it CERT.ID,  and  saves  it in  the  Domino  data  directory.  

v   Optionally  creates  an  organizational  unit  certifier  ID,  names  it OUCERT.ID,  and  stores  it in  the  Domino  

Directory.  

v   Creates  a Certifier  document,  which  describes  the  organization  certifier  ID,  in  the  Domino  Directory.  

v   Creates  a server  ID,  names  it  SERVER.ID,  and  saves  it  in  the  Domino  data  directory.  

v   Uses  the  organization  certifier  ID  to  certify  the  server  ID.  

v   Creates  a Server  document  in  the  Domino  Directory  and  includes  in  it information  that  you  specified  

during  the  setup  program.  

v   Creates  a Person  document  in  the  Domino  Directory  for  the  Domino  Administrator  that  you  specified  

during  the  setup  program.  

v   Creates  a user  ID  and  password  for  the  Domino  Administrator  and  attaches  it  as a file  named  USER.ID  

to  the  administrator’s  Person  document  in  the  Domino  Directory.  

v   Uses  the  organization  certifier  ID  to  certify  the  administrator’s  user  ID.  

v   Gives  the  administrator  and  the  server  Manager  access  in  the  ACL  of  the  Domino  Directory.  

v   Adds  the  server  name  to  the  LocalDomainServers  group  in  the  Domino  Directory.  

v   Creates  the  log  file,  names  it LOG.NSF,  and  saves  it in  the  Domino  data  directory.  

v   Enables  the  appropriate  network  and  serial  ports.  

v   Creates  a mail  directory  in  the  Domino  data  directory  and  creates  a mail  file  in  that  directory  for  the  

Domino  Administrator.  

v   Creates  the  Reports  file,  names  it REPORTS.NSF,  and  saves  it in  the  Domino  data  directory.  

v   Updates  network  settings  in the  Server  document  of the  Domino  Directory.  

v   Configures  SMTP,  if selected  during  the  setup  program.  

v   If  ″DOLS  Domino  Off  Line  Services″  was  selected  during  the  setup  program,  creates  the  Off-Line  

Services  file,  names  it DOLADMIN.NSF,  and  saves  it in the  Domino  data  directory,.  

v   Updates  the  Access  Control  List  in  all  databases  and  templates  in  the  Domino  data  directory  tree  to  

remove  Anonymous  access  and/or  add  LocalDomainAdmin  access,  depending  on  the  selections  made  

during  the  setup  program.  

v   Configures  xSP  Service  Provider  information,  if selected  during  the  install  program.  

Setting  up  an  additional  Domino  server  does  the  following:  

v   Copies  the  Domino  Directory,  if a file  location  was  specified  during  the  setup  program,  names  it 

NAMES.NSF,  and  saves  it in  the  Domino  data  directory.  

v   Dials  the  existing  Domino  server  if the  connection  is made  through  a modem  (possible  only  on  

Windows  systems).  

v   Copies  the  server’s  ID  from  the  location  specified  during  the  setup  program,  either  from  a file,  a copy  

of the  directory,  or  the  existing  Domino  server’s  directory;  names  it SERVER.ID;  and  saves  it in  the  

Domino  data  directory.  

 

Chapter  3. Installing  and Setting Up Domino Servers  63



v   Retrieves  the  Domain  name  and  Administrator  name  from  the  Server  document  in  the  Domino  

Directory.  

v   Creates  the  log  file,  names  it  LOG.NSF,  and  saves  it  in  the  Domino  data  directory.  

v   Copies  or  replicates  the  Administration  Requests  file,  names  it ADMIN4.NSF,  and  saves  it in  the  

Domino  data  directory.  

v   Copies  or  replicates  the  Monitoring  Configuration  file,  names  it EVENTS4.NSF,  and  saves  it  in  the  

Domino  data  directory.  

v   Replicates  the  Domino  Directory,  if it  doesn’t  already  exist,  names  it NAMES.NSF,  and  saves  it  in  the  

Domino  data  directory.  

v   Creates  a Connection  document  to  the  existing  Domino  server  in  the  Domino  Directory.  

v   Creates  the  Reports  file,  names  it REPORTS.NSF,  and  saves  it  in  the  Domino  data  directory.  

v   Updates  network  settings  in  the  Server  document  of  the  Domino  Directory.  

v   Configures  SMTP,  if selected  during  the  setup  program.  

v   If ″DOLS  Domino  Off-Line  Services″  was  selected  during  the  setup  program,  creates  the  Off-Line  

Services  file,  names  it  DOLADMIN.NSF,  and  saves  it in  the  Domino  data  directory.  

v   Updates  the  Access  Control  List  in  all  databases  and  templates  in  the  Domino  data  directory  tree  to  

remove  Anonymous  access  and/or  add  LocalDomainAdmin  access,  depending  on  the  selections  made  

during  the  setup  program.  

v   Configures  xSP  Service  Provider  information,  if selected  during  the  install  program.  

v   Replicates  changes  made  to  the  Server  document  with  the  existing  server,  if  any.  

v   Removes  the  SERVER.ID  attachment  from  the  Domino  Directory,  if applicable.

Using Domino Off-Line Services (DOLS) and Domino Web Access 

To provide  Domino  Web Access  users  with  the  ability  to  work  off  line,  you  must  enable  DOLS  when  you  

set  up  the  server.  DOLS  enables  users  to  work  off  line,  disconnected  from  the  network,  and  provides  

many  replication  features  that  Notes  users  expect  when  working  in the  Notes  client.  

Users  require  a Notes  ID  so  that  DOLS  can  synchronize  the  offline  mail  file  with  the  server.  The  default  

DOLS  configuration  will  prompt  the  user  for  a Notes  ID  the  first  time  they  go  offline  with  Domino  Web 

Access.  

If you  rename  a user,  the  user  must  reinstall  the  DOLS  offline  subscription  in order  for  the  offline  mail  

file  to  synchronize  with  the  server.  After  a name  change,  the  user  must  wait  for  the  old  Notes  ID  and  

password  to  stop  working,  accept  the  name  change  using  a Notes  client,  then  log  on  to  Domino  Web 

Access  with  the  new  Notes  ID  and  password.  

Setting up DOLS on a server 

Domino  Off-Line  Services  (DOLS)  must  be  configured  on  the  Domino  server  for  users  to  be  able  to take  

applications  off-line  and  use  only  a browser  to  work  with  them.  You can  enable  any  application  for  

DOLS.  The  following  templates  are  enabled  for  DOLS  by  default:  

v   Domino  Web Access  (DWA7.NTF,  iNOTES6.NTF  and  iNOTES5.NTF)  

v   Extended  Mail  (MAIL7EX.NTF)  

v   Discussion  - Notes  and  Web (R7)  database  (DISCSW7.NTF)

To configure DOLS during Domino Server Setup 

1.   Under  ″Setup  Internet  services  for,″ select  ″Web Browsers  (HTTP  services),″ and  then  click  Customize.  

2.   In  the  ″Domino  tasks″ list,  select  ″DOLS  Domino  Off-Line  Services.″  

3.   At  the  end  of setup,  when  you  have  the  option  to  create  an  access  control  list  entry,  add  the  group  

LocalDomainAdmins  to  all  databases  and  templates.  
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4.   Accept  the  default  option  ″Prohibit  Anonymous  access  to all  databases  and  templates.″ If you  deselect  

this  option,  you  must  open  the  ACL  for  each  DOLS  application  and  assign  No  Access  to  Anonymous.  

5.   Make  sure  the  following  names  are  identical:  

v   The  TCP/IP  DNS  host  name  --  In  Windows,  choose  Start  - Programs  - Windows  Explorer.  Then  

choose  Network  Neighborhood  properties  - TCP/IP  properties.  On  the  DNS  Configuration  tab,  look  

at  the  Host  field.  

v   The  server  name  --  Open  the  Server  document  and  look  at the  Server  name  field.  

v   The  Internet  host  name  -- Open  the  Server  document  and  look  at the  ″Fully  qualified  Internet  host  

name″ field.

Note:  DOLS  runs  on  Domino  servers  configured  to work  through  a Microsoft  IIS  server.  

To configure DOLS manually 

If you  do  not  configure  DOLS  during  Domino  Server  Setup,  you  can  configure  DOLS  manually  by  

editing  the  Server  document.  

1.   Open  the  Server  document.  

2.   Click  Internet  Protocols  - HTTP.  

3.   In  the  ″DSAPI  filter  file  names″ field,  enter  the  DSAPI  filter  file  name  that  corresponds  to the  

operating  system  that  the  server  is running,  and  then  restart  the  server:  

v   Win32  - ndolextn  

v   Linux  - libdolextn  

v   AIX® - libdolextn  

v   Solaris/Sparc  - libdolextn  

v   S390® - libdolextn  

v   iSeries® - libdolextn

Note:  On  the  iSeries  platform,  the  Server  document  is updated  when  a new  server  is configured  or  

an  existing  server  is modified  using  the  CFGDOMSVR  or  CHGDOMSVR  CL  command  with  

DOLS(*YES)  specified.
For  more  information  on  configuring  an  iSeries  server  with  DOLS,  see  the  Lotus  Domino  7 for  iSeries  

Release  Notes. 

4.   Create  a DOLADMIN.NSF  database  from  the  template  DOLADMIN.NTF.  

5.   After  the  database  is  created,  restart  the  Domino  administrator  and  click  the  Configuration  tab.  The  

name  of  the  DOLADMIN.NSF  is an  option  in the  Navigation  pane.

To set up DOLS on clustered servers 

Before  using  DOLS  on  a clustered  Domino  7 server,  make  sure  that:  

v   The  Domino  server  is either  a Domino  Utility  Server  or  Domino  Enterprise  Server.  

v   All  servers  in  the  cluster  run the  same  release  of Domino  with  DOLS  

v   Clustered  server  management  is  running  to handle  both  failover  of  replication  and  HTTP  

v   Internet  Cluster  Manager  is  running  

v   Subscription  directories  must  have  the  same  name  on  every  clustered  server.  For  example,  if a 

subscription  is under  \data\Webmail  user\7CD5957CB669AE2285256BDF00567AD8\,  this  name  cannot  

be  different  on  a different  server  in the  cluster.

To configure DOLS on a server that uses Web Site documents 

If you  create  a Web Site  Document  (a  type  of Internet  Site  document)  on  the  Domino  server,  you  must  

add  the  appropriate  DOLS  DSAPI  filter  filename  to  the  DSAPI  field  in  the  Web Site  document  for  DOLS  

to  be  enabled.  If  there  are  several  Web Site  documents,  you  must  add  the  DSAPI  filter  filename  to  each  

one.  To add  the  DOLS  DSAPI  filter  filename  to  a Web Site  document:  

1.   Open  the  Web Site  document.  
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2.   Click  the  Configuration  tab.  

3.   In  the  ″DSAPI  filter″ field,  enter  the  DSAPI  filter  file  name  that  corresponds  to  the  operating  system  

that  the  server  is  running,  and  then  restart  the  server:  

v   Win32  - ndolextn  

v   Linux  - libdolextn  

v   AIX  - libdolextn  

v   Solaris/Sparc  - libdolextn  

v   S390  - libdolextn  

v   iSeries  - libdolextn  

For  more  information  on  Internet  Site  documents,  see  the  topic  ″Configuring  Internet  sites  with  Web Site  

and  Internet  Site  documents.″ 

Setting up Domino Web Access on a server 

Domino  Web Access  provides  Notes  users  with  browser-based  access  to  Notes  mail  and  Notes  calendar  

and  scheduling  features.  Using  Domino  Web Access,  a user  can  send  and  receive  mail,  view  the  calendar,  

invite  people  to  meetings,  create  to  do  lists,  keep  a notebook,  and  work  off  line.  

To set  up  Domino  Web Access,  choose  ″Web Browsers  (HTTP  Web services)″  during  Server  Setup.  If you  

want  to  give  users  the  ability  to  work  off  line,  also  choose  Domino  Off-Line  Services  (DOLS).  DOLS  is 

not  required  to  run Domino  Web Access.  

Note:  When  providing  a Domino  domain  name,  do  not  use  a period.  For  example,  use  AcmeProduction  

as  a domain  name  instead  of  Acme.Production.  

In  the  Domino  Administrator,  make  sure  that  the  Fully  Qualified  Domain  name  (FQDN)  (such  as  

acme.lotus.com)  is  specified  on  the  Basics  tab  of the  Server  document.  

Setting up Domino Web Access with IBM Lotus Sametime 

Domino  Web Access  (DWA)  integrates  an  instant  messaging  (IM)  capability  so  that  users  can  chat  with  

their  co-workers  online  and  maintain  an  instant  messaging  list  that  shows  the  online  status  of other  users.  

The  instant  messaging  awareness  feature  also  displays  online  status  next  to  the  names  of people  in  mail  

messages,  views  and  folders.  

There  are  two  versions  of  Sametime  available  for  Domino  7.0,  however  these  instruction  apply  to  both  

version.  References  to  the  Sametime  server  also  apply  to installing  the  limited  use  version.  The  two  

versions  are:  

v   IBM  Lotus  Instant  Messaging  Limited  Use  --  the  default  instant  messaging  capability  that  is included  in  

Domino  7.0.  

v   IBM  Lotus  Sametime® -- the  full  instant  messaging  product  that  includes  Web conferencing  capabilities.  

It is  available  only  if your  organization  purchased  it.  

For  complete  information  on  installing  IBM  Lotus  Sametime,  see  the  IBM  Lotus  Sametime  7.0  Installation  

Guide  for  your  operating  system,  and  the  IBM  Lotus  Sametime  7.0  Administrator’s  Guide.  To view  or  

download  the  Sametime  documentation,  go  to  http://www.lotus.com/LDD/doc.  

Configuration Notes 

v   For  Mozilla,  you  must  have  at  least  Sametime  3.1  to  run instant  messaging  integration.  Previous  

versions  of  Lotus  Sametime  are  not  supported  in  Domino  Web Access  on  Mozilla.  

v   When  you  install  Domino  7.0,  the  stlinks  files  that  are  installed  in  the  stlinks  directory  (for  example,  

C:\st\domino\Data\domino\html\sametime\stlinks),  are  overwritten.  If you  have  modified  stlinks  

files  (for  example,  if the  Sametime  server  is configured  for  tunneling)  these  files  will  be  replaced.  When  
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you  are  upgrade  to  7.0,  these  files  are  backed  up  in a file  called  stlinks.sav.  For  additional  information,  

see  the  topic  Customizing  STLinks  files  for  tunneling  or  reverse  proxy  servers.  

v   To access  the  Sametime  server  using  a protocol  that  is different  from  the  current  Web page’s  protocol,  

use  the  NOTES.INI  configuration  setting  iNotes_WA_SametimeProtocol.  

v   Sametime  integration  with  Domino  Web Access  is not  supported  with  JRE  1.4.1.

Part 1 - Set up Domino Web Access on a Domino server 

1.   Set  up  Domino  Web Access  on  a server  by  making  the  appropriate  selections  during  server  setup.  

2.   Register  users  with  the  Domino  Web Access  (DWA7.NTF)  mail  template.

Part 2 - Set up the Sametime server 

If possible,  the  Sametime  server  should  be  in  the  same  Domino  domain  as  the  Domino  Web Access  

server.  Follow  the  instructions  in  the  IBM  Lotus  Sametime  7.0  Installation  Guide  to  install  and  configure  

instant  messaging  on  a dedicated  Domino  server  in  the  same  Domino  domain  as  the  Domino  Web Access  

server.  

If the  Sametime  server  is in  a different  domain  than  your  Domino  Web Access  server,  follow  the  

instructions  in  Setting  up  Sametime  and  Domino  Web Access  in different  domains.  

Make  sure  the  Sametime  server  is functioning  properly  before  proceeding.  If you  have  multiple  Sametime  

servers  in  a single  community,  also  make  sure  that  Domino  single  sign-on  (SSO)  is functioning  properly  

between  the  servers.  For  complete  information  on  working  with  multiple  Sametime  servers,  see  the  IBM  

Lotus  Sametime  7.0  Administrator’s  Guide, available  on  http:\\www.lotus.com/ldd/doc.  

Part 3 - Create Connection documents 

You need  Connection  documents  for  the  Domino  Web Access  and  the  Sametime  server  if the  Sametime  

server  is not  in  the  same  domain  as the  Domino  Web Access  server.  Also,  if the  Sametime  server  is in  the  

same  domain  as  the  Domino  Web Access  server,  but  is  not  clustered  with  the  registration  server,  you  

need  a Connection  document  in  order  to  replicate  the  Domino  Directory.  

Create  Connection  documents  using  the  standard  procedure,  and  include  the  information  below:  

On  the  Domino  Web Access  server:  

v   Enter  the  Sametime  server’s  name  in  the  ″Destination  server″ field.  For  example:  Sametime/Acme.  

v   Enter  the  Domino  Web Access  server’s  name  in  the  ″Source  domain″ field.  

v   Enter  the  Sametime  server’s  name  in  the  ″Destination  domain″ field.  

On  the  Sametime  server:  

v   Enter  the  Domino  Web Access  server’s  name  in  the  ″Destination  server″ field.  

v   Enter  the  Sametime  server’s  name  in  the  ″Source  domain″  field.  

v   Enter  the  Domino  Web Access  server’s  name  in  the  ″Destination  domain″  field.

Part 4 - Specify the Sametime server for Domino Web Access users 

There  are  two  ways  to  specify  a Sametime  server  for  Domino  Web Access  users.  You can  edit  the  

Configuration  Settings  document  for  the  Domino  Web Access  server,  or  you  can  edit  the  person  

document  for  each  user  who  uses  instant  messaging.  

Method  1 

To enable  instant  messaging  and  set  the  Sametime  server  for  all  Domino  Web Access  users  at one  time,  

use  the  Instant  Messaging  settings  in  the  Configuration  Settings  document,  Domino  Web Access  tab.  After  

you  have  done  this,  individual  users  can  enable  or  disable  instant  messaging  on  their  local  Domino  Web 

Access  clients  by  setting  a User  Preference.  
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Method  2 

If you  choose  not  to  enable  instant  messaging  for  all  users,  then  you  must  edit  the  person  document  for  

each  user  who  will  use  instant  messaging:  

1.   From  the  Domino  Administrator,  click  the  People  & Groups  tab.  

2.   Select  the  Domino  Web Access  Domino  directory,  then  click  People.  

3.   Double-click  a name  to  open  the  user’s  Person  document.  

4.   Click  Edit.  

5.   Enter  the  name  of  the  Sametime  server  in  the  ″Sametime  server″ field.  For  example,  

Sametime/Sales/Acme/UK.  

6.   Click  ″Save  &  Close.″ 

7.   Repeat  Steps  3 though  6 for  each  person.

Part 5 - Set up Domino Web SSO authentication between the DWA  server and IM 

server 

Domino  single  sign-on  (SSO)  authentication  allows  Web users  to log  in  once  to  a Domino  or  WebSphere  

server,  and  then  access  any  other  Domino  or  WebSphere  server  in  the  same  DNS  domain  that  is enabled  

for  single  sign-on  (SSO)  without  having  to  log  in  again.  In  a multiple  server  environment,  it is  possible  

that  one  or  more  servers  in  your  Domino  domain  are  already  configured  for  Domino  SSO,  and  the  

Domino  Directory  already  contains  a Domino  Web SSO  configuration  document.  When  you  install  

Sametime,  it creates  a Web SSO  configuration  document  called  LtpaToken  unless  one  already  exists  in the  

Domino  directory.  If  an  LtpaToken  configuration  document  already  exists,  Sametime  does  not  attempt  to  

alter  it.  

For  more  information  about  Domino  Web SSO  authentication,  see  the  topic  Multi-server  session-based  

name-and-password  authentication  for  Web users  (single  sign-on).  

Configure  the  Domino  Web Access  server  for  Web SSO  

Complete  the  steps  in  this  section  if  your  DWA  server  is not  configured  for  Web SSO,  and  you  want  to  

use  the  Web SSO  document  that  Sametime  created  to  configure  it.  

1.   Ensure  that  the  Domino  Directory  has  replicated  throughout  the  Domino  domain  since  you  installed  

Sametime.  

2.   Update  the  Web SSO  Configuration  document  that  was  created  when  you  installed  Sametime  

(LtpaToken):  

a.   Open  the  Domino  Directory  and  select  the  Configurations  - Web - Web Configurations  view.  

b.   From  within  this  view,  expand  the  list  of Web SSO  Configurations.  

c.   Open  the  ″Web SSO  Configuration  for  LtpaToken″ document  in  edit  mode.  (If  you  are  unable  to  

edit  the  document,  record  the  settings  in  the  document,  and  then  delete  it and  create  a new  one.)  

d.   Update  these  fields  if necessary:  

Domino  Server  Names  --  make  sure  this  field  contains  the  name  of  all  of  the  DWA  servers  and  

Sametime  servers  that  should  participate  in  Single  Sign-on.  

DNS  Domain  --  make  sure  this  is  the  fully-qualified  domain  name  of  the  DWA  and  Sametime  

server.  

e.   Click  Save  &  Close.
3.   Enable  single  sign-on  and  basic  authentication  in  the  Server  document  for  the  DWA  server  as  

described  in  Enabling  single  sign-on  and  basic  authentication.  When  you  update  the  Web SSO  

Configuration  field,  select  LtpaToken  from  the  list.  

4.   Ensure  that  the  updates  replicate  to  all  of  the  servers  in  the  domain.  

Update  Domino  Web Access  server  Web SSO  configuration  
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Complete  the  steps  in  this  section  if your  DWA  server  is already  configured  for  Domino  Web SSO.  You 

must  add  the  Sametime  server  to  your  configuration:  

1.   Update  your  existing  Domino  Web SSO  Configuration  document.  

a.   Open  the  Domino  Directory  and  select  the  Configurations  - Web - Web Configurations  view.  

b.   From  within  this  view,  expand  the  list  of  Web SSO  Configurations.  

c.   Open  the  Domino  Web SSO  document  that  you  are  using  for  your  DWA  server  in  edit  mode.  

d.   Update  these  fields  if necessary:  

Domino  Server  Names  -- make  sure  this  field  contains  the  name  of  all  of the  DWA  servers  and  

Sametime  servers  that  should  participate  in  Single  Sign-on.  

DNS  Domain  --  make  sure  this  is  the  fully-qualified  domain  name  of the  Sametime  server.  

e.   Click  save  & Close.
2.   Update  the  Server  document  for  the  Sametime  server.  

a.   Open  the  server  document.  

b.   Click  Internet  Protocols  - Domino  Web Engine,  and  select  the  Web SSO  Configuration  field.  

c.   From  the  drop-down  list,  select  the  Web SSO  Configuration  that  you  are  using  for  the  DWA  server.  

d.   Click  Save  & Close.
3.   Ensure  that  the  updates  replicate  to  all  of the  servers  in  the  domain.  

Although  Domino  SSO  is the  preferred  authentication  method,  you  can  continue  to use  secrets  and  

tokens  authentication  databases,  if you  are  already  using  them.  For  example,  if any  of the  servers  in  your  

domain  is configured  for  something  other  than  multiple  server  SSO,  (single  server  SSO  for  example)  you  

must  use  secrets  and  tokens  authentication.  For  information  on  setting  up  Secrets  and  Tokens  

authentication,  see  the  topic  Setting  up  Secrets  and  Tokens  authentication  for  instant  messaging  in  

Domino  Web Access.  

Part 6 - (for mixed environments only) Copy the SametimeApplet folder on the 

Domino Web Access server to the Sametime server 

For  a mixed  environment,  in  which  the  users’  mail  files  are  based  on  the  INOTES5.NTF  mail  template,  

and  they  are  using  Domino  Web Access  Chat,  you  must  copy  the  SametimeApplet  folder  from  the  

Domino  Web Access  server  to  the  same  location  on  the  Sametime  server.  On  the  Domino  Web Access  

server,  the  applets  are  located  in  the  <data  directory>\domino\html  directory.  

Note:  Chat  is the  Domino  Web Access  feature  that  provided  awareness  and  allowed  people  to  chat  with  

co-workers  in Domino  Web Access  prior  to  6.5.2.  To use  Chat,  you  must  also  lower  the  value  of the  

instant  messaging  security  setting  in  the  SAMETIME.INI  file  to  allow  a connection  from  an  older  client.  

For  iNotes5  and  iNotes6  mail  templates,  use  VP_SECURITY_LEVEL=20.  For  more  information  on  

specifying  the  minimum  security  level,  see  the  IBM  Lotus  Sametime  7.0  Installation  Guide  (available  on  

http://www.lotus.com/LDD/doc),  which  details  this  setting.  

Part 7 - Verify  that instant messaging works with Domino Web Access 

1.   Make  sure  that  replication  is complete,  the  Person  documents  exist  on  the  Sametime  server,  and  that  

the  updated  Web SSO  document  exists  on  all  of  the  servers  that  will  participate  in  single  sign-on..  

2.   If you  have  not  already  done  so,  follow  the  instructions  in  the  IBM  Lotus  Sametime  7.0  Installation  

Guide  to  verify  that  instant  messaging  is working  properly  before  you  test  whether  it is working  with  

Domino  Web Access  clients.  

3.   Launch  Domino  Web Access  in a browser.  In  any  view  or  document  in  which  online  awareness  

appears,  click  the  Active  status  icon  of  the  person  you  want  to  chat  with  to test  the  instant  messaging  

connection.
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Note:  If the  instant  messaging  status  does  not  appear  next  to  the  Welcome  username  text  in  Domino  Web 

Access,  check  the  user’s  Person  document  in the  Domino  directory.  If you  configured  the  Sametime  server  

by  populating  this  document,  make  sure  the  ″Sametime  server″ field  is correct  (Basics  tab,  under  

Real-Time  Collaboration).  

Setting up Secrets and Tokens  authentication for instant messaging in Domino 

Web Access 

If you  want  to  use  Secrets  and  Tokens  authentication  databases  for  your  instant  messaging  security  

instead  of Domino  Single  Sign-On  (SSO)  Authentication,  you  must  Create  a one-time  replica  of  the  

Tokens  database  on  the  Domino  Web Access  server.  When  you  do  this,  remember  that  file  names  are  case  

sensitive  on  UNIX,  so  the  Secrets  database  name  must  be  entered  exactly  as STAuthS.nsf.  

To replicate  STAuthS.nsf  from  the  Sametime  server  to the  Domino  server  directory:  

1.   Using  a Notes  client,  choose  File  - Database  - Open.  

2.   Enter  the  name  of  the  Sametime  server  (for  example,  Sametime/Acme).  

3.   Enter  the  Secrets  database  filename:  STAuthS.nsf  

4.   Click  Open.  

5.   Choose  File  - Replication  - New  Replica.  

6.   Enter  the  name  of  the  Domino  Web Access  server  (for  example,  iNotes/Acme)  

7.   Ensure  that  the  database  is replicated  to  the  data  directory:  ...\domino\data\stauths.nsf.  

8.   Click  OK  to  create  the  replica.

Note:  After  you  have  replicated  stauths.nsf  from  your  Sametime  server  to  your  Domino  server,  open  the  

Replication  Settings  dialog  box  for  the  database,  click  Other,  and  check  the  ″Temporarily  disable  

replication  for  this  replica″ box.  This  will  prevent  another  version  of  the  database  from  a Windows  

system  from  overwriting  your  name  change  (using  uppercase  and  lowercase  letters)  for  the  UNIX  server.  

Setting up Sametime and Domino Web Access in different domains 

If you  prefer  to  use  Web single  sign  on  (SSO)  authentication,  see  the  topic  Setting  up  the  Web SSO  

Configuration  document  for  more  than  one  Domino  Domain.  

To set  up  a cross-domain  configuration  when  the  Sametime  server  and  the  Domino  Web Access  server  are  

located  in  different  domains:  

1.   Cross  certify  both  domains  with  each  other.  

2.   Configure  Directory  Assistance  on  the  Sametime  server.  

3.   If you  have  set  up  single  sign  on  (SSO),  go  to  Step  4. If  you  do  not  have  SSO  set  up,  replicate  

STAuthS.nsf  to  the  Domino  Web Access  Server  (file  name  is case  sensitive  on  UNIX  servers).  

4.   Create  a server  document  for  the  Sametime  server  in the  Domino  Directory  of  the  Domino  Web 

Access  server,  completing  the  fields  below.  Another  way  to  do  this  is to  edit  Configuration  Settings  

document,  Domino  Web Access  tab,  and  enter  the  Sametime  server  name  in  the  in  the  field  ″Set  an  

instant  messaging  server  hostname  for  all  DWA  users.″ If you  use  this  setting,  you  do  not  need  to 

complete  Step  5.  

v   Server  name  

v   Domain  name  

v   Fully  qualified  Internet  host  name  

v   Is  this  a Sametime  server?
5.   Enter  the  Sametime  server  name  in  the  Sametime  Server  field  of each  Domino  Web Access  user’s  

Person  document.

Note:  If the  Sametime  server  is  configured  using  a port  other  than  the  default  port,  then  the  ″Fully  

Qualified  Hostname″ field  must  contain  hostname:port.
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For  complete  information  on  working  with  multiple  Sametime  servers,  see  the  IBM  Lotus  Sametime  7.0  

Administrator’s  Guide, available  on  http://www.lotus.com/LDD/doc.  

Troubleshooting Sametime in Domino Web Access 

If instant  messaging  icons  do  not  display  in  Domino  Web Access  mail  and  the  Contact  List,  check  the  

following:  

v   The  Sametime  server  is up  running.  To make  sure  stlinks  is  running  normally,  you  can  check  the  

Sametime  server  directory  \trace\stlinks.txt  log  file.  

v   All  the  ST****  services  are  up  running.  Check  the  control  panel  - services;  all  ST****  services  should  be  

running  when  the  Sametime  server  has  fully  started.  If  there  are  ST****  services  not  running,  start  

STCommunity  server  first.  If this  service  cannot  be  started,  check  the  network  connections  and  the  

Sametime  server  log  file.  

v   Make  sure  the  \stlinks  directory  and  the  files  are  on  both  the  Sametime  server  and  application  server  

directories.  

v   When  you  update  the  level  of  Sametime  by  installing  a newer  release  of  Sametime  or  applying  a fix  

pack,  it is possible  that  you  will  also  need  to  update  the  stlinks  files  on  your  DWA  server.  Make  sure  

you  check  the  documentation  that  accompanies  the  Sametime  update.  

v   If  you  had  previously  customized  the  STLinks  files  and  have  recently  upgraded  either  your  Sametime  

server  or  your  Domino  Web Access  server  to a new  version  of Domino,  the  customized  files  may  have  

been  replaced.  See  the  topic  Customizing  STLinks  files  for  tunneling  or  Reverse  Proxy  servers.  

v   Make  sure  the  user  has  enabled  Instant  Messaging  in  Preferences.  

v   Make  sure  the  user’s  Person  document  has  been  set  up  with  the  Sametime  server  names.  

v   Use  the  http://  protocol  only  for  the  Sametime  server.

To  identify  the  current  Sametime  server  version:   

1.   Type  the  following  URL:  http://<Sametime  server  hostname>/stcenter.nsf  if the  Sametime  server  is  

running  on  a Windows  platform.  To avoid  case  sensitive  issues  on  other  platforms,  search  for  the  file  

under  <Sametime  server  directory>/stcenter.nsf  and  use  the  file  name  case  as it shown  there.  

2.   At  the  bottom  of  the  page,  click  Administer  the  Server.  

3.   Login  to  Instant  Messaging,  and  then  click  Help  - About  Sametime.

Browser  Address:    The  instant  messaging  integration  features  rely  on  the  ability  of  the  browser  to 

directly  communicate  with  the  Sametime  server.  This  means  that  the  fully-qualified  Internet  hostname  of  

the  Sametime  server  must  be  resolvable  from  the  browser  (for  example,  the  fully  qualified  Internet  

hostname  for  a Domino  server  named  IM/Acme  might  be  im.acme.com).  

Therefore,  either  DNS  must  be  able  to  resolve  this  address  or  it must  be  resolved  to  the  proper  IP  address  

by  some  other  mechanism  (such  as  editing  of  the  local  operating  system’s  hosts  file).  

Using the Domino Server Setup program 

The  following  procedures  describe  the  ways  you  can  use  the  Server  Setup  program.  

v   Use  the  Server  Setup  program  on  the  server  you  are  setting  up  

v   Use  the  Server  Setup  program  from  a client  system  or  from  another  server  

v   Create  a setup  profile  by  recording  your  choices  during  the  Server  Setup  program  

v   Use  a setup  profile  to  set  up  multiple  servers  with  the  same  requirements  

v   Use  a setup  profile  without  viewing  the  setup  screens  (″silent″  setup)  

v   Using  automatic  server  setup  on  Linux  on  zSeries  and  on  UNIX
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Indic language support in the Domino Server Setup program 

You can  change  both  the  font  and  the  alphabet  that  displays  when  you  enter  text  in  a field  on  a Server  

Setup  program  screen.  Normally,  the  alphabet  that  displays  is  that  of the  default  language.  

The  Domino  Server  Setup  program  supports  the  following  alphabets:  

Bengali  

Devanagari  

Gujarati  

Gurmukhi  

Kannada  

Malayalam  

Oriya  

Tamil  

Telugu  

To change the font 

Note:  Changing  the  font  is  required  for  the  Devanagari  alphabet,  as  the  default  font  does  not  work  with  

it.  

1.   Start  the  setup  program  by  starting  the  Domino  server.  

2.   On  the  Welcome  screen,  click  Font.  

3.   Select  a font  that  will  work  with  the  alphabet  you  plan  to  use.  

4.   To select  an  alphabet  different  from  that  of  the  default  language,  see  the  following  procedure.

To change the alphabet 

Changing  the  alphabet  is  supported  for  the  Windows,  AIX,  and  Linux  operating  systems  only.  

1.   Start  the  setup  program  by  starting  the  Domino  server.  

2.   Right-mouse  click  on  the  title  bar  of  the  screen  in  which  you  want  to enter  text  that  uses  an  alphabet  

different  than  that  of  the  default  language.  

3.   Select  ″Select  Input  Method.″  

4.   Select  the  alphabet  that  you  want  to  use.  

5.   Enter  text  in one  or  more  fields  on  the  screen.

Note:  Clicking  Next  to  go  to  the  next  screen  restores  the  alphabet  to that  of the  default  language.  Repeat  

the  preceding  procedure  for  each  screen  on  which  you  want  to use  a different  alphabet.  

Using the Domino Server Setup program locally 

After  installing  the  Domino  server  program  files  on  a server,  you  can  run the  Domino  Server  Setup  

program  locally  by  starting  the  server.  The  Server  Setup  program  asks  a series  of  questions  and  guides  

you  through  the  setup  process.  Online  Help  is available  during  the  process.  

Note:  During  server  setup,  you  can  use  an  existing  certifier  ID  instead  of  creating  a new  one.  The  

certifier  ID  that  you  specify  cannot  have  multiple  passwords  assigned  to  it. Attempting  to  use  a certifier  

ID  with  multiple  passwords  generates  an  error  message  and  causes  server  setup  to  halt.
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If you  are  using  Linux  on  zSeries,  you  cannot  use  the  Domino  Server  Setup  program  locally.  You must  

use  the  Domino  Server  Setup  program  remotely,  as  described  in the  next  section.  

Note:  Before  running  any  Domino  setup  command,  be  sure  to  complete  any  pending  reboot  actions  you  

may  have  from  installing  other  applications.  

Using the Domino Server Setup program remotely 

After  you  install  the  program  files  for  a Domino  server  on  a system,  you  can  use  either  a Windows  client  

system  or  another  Domino  server  to  run the  Server  Setup  program  remotely.  Running  the  Server  Setup  

program  from  a Windows  client  is  easier  if the  client  has  Domino  Administrator  installed  --  to run the  

program  from  a client  without  Domino  Administrator,  you  need  the  Java  runtime  environment  plus  some  

files  from  the  program  directory  of  an  installed  Domino  server.  

Note:  During  server  setup,  you  can  use  an  existing  certifier  ID  instead  of  creating  a new  one.  The  

certifier  ID  that  you  specify  cannot  have  multiple  passwords  assigned  to  it. Attempting  to  user  a certifier  

ID  with  multiple  passwords  generates  an  error  message  and  causes  server  setup  to  halt.  

For  more  information,  see  the  topic  ″Entering  system  commands  correctly″  earlier  in  this  chapter.  

To run the Server Setup program from a Windows client with Domino 

Administrator 

Note:  Before  running  any  Domino  setup  command,  be  sure  to  complete  any  pending  reboot  actions  you  

may  have  from  installing  other  applications.  

1.   Make  sure  that  you:  

v   Selected  ″Remote  Server  Setup″ when  you  installed  Domino  Administrator  on  the  client  system  (on  

the  Windows  desktop,  choose  Start  - Programs  - Lotus  Applications  and  see  if Remote  Server  Setup  

appears  in  the  list)  

v   Know  the  host  name  or  network  address  of the  remote  system
2.   Install  the  Domino  server  program  files  on  a server  system,  but  do  not  run the  Domino  Server  Setup  

program.  

3.   At  the  command  prompt  on  the  server  system,  from  the  Domino  program  directory,  do  one  of the  

following:  

v   On  a Windows  server,  enter  

nserver  -listen  

v   On  a UNIX  server,  enter  

server  -listen  

4.   On  the  client  system,  choose  Start  - Programs  - Lotus  Applications  - Remote  Server  Setup.  

5.   In  the  Connect  to  Remote  Domino  Server  dialog  box,  click  Ping  to  ensure  that  you  can  connect  to  the  

remote  server.  

6.   Enter  the  host  name  or  network  address  of the  remote  server.  

7.   Click  OK  to  start  the  Domino  Server  Setup  program.

To run the Server Setup program from a Windows client without Domino 

Administrator, or from a UNIX workstation 

Note:  Before  running  any  Domino  setup  command,  be  sure  to  complete  any  pending  reboot  actions  you  

may  have  from  installing  other  applications.  

 1.   Make  sure  that  you  know  the  host  name  or  network  address  of  the  remote  system.  

 2.   Install  the  Domino  server  program  files  on  a server  system,  but  do  not  run the  Domino  Server  Setup  

program.  

 3.   At  the  command  prompt  on  the  server,  from  the  Domino  program  directory,  do  one  of the  following:  
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v   On  a UNIX  server,  enter  

/lotus/bin/server  -listen  

v   On  a Windows  server,  enter  

nserver  -listen  

 4.   On  the  client  system,  install  the  Java  runtime  environment.  

 5.   Create  a temporary  directory  on  the  client  system.  For  example,  enter  the  following  at  the  command  

prompt:  

v   On  a Windows  client:  

mkdir  c:\temp  

v   On  a UNIX  workstation:  

mkdir  /temp  

 6.   Do  one  of  the  following:  

v   From  a Windows  client,  copy  the  remote  setup  files  CFGDOMSERVER.JAR,  JHALL.JAR,  and  

REMOTESETUP.CMD  from  the  server  to  the  directory  you  created  on  the  client  system.  These  files  

are  in  C:\Domino  program  directory  on  the  server.  

v   From  a UNIX  workstation,  copy  the  remote  setup  files  CFGDOMSERVER.JAR,  JHALL.JAR,  and  

REMOTESETUP  from  the  server  to  the  directory  you  created  on  the  workstation.  These  files  are  in  

/Domino  program  directory/lotus/notes/latest/ibmpow/  on  an  AIX  server,  /Domino  program  

directory/lotus/notes/latest/zlinux/on a Linux  on  zSeries  server, /Domino  program  

directory/lotus/notes/latest/linux/  on  a Linux  server,  and  /Domino  program  

directory/lotus/notes/latest/sunspa/  on  a Solaris  server.  

Note:  Linux  on  zSeries  and  z/OS  ship  tar  files  on  the  cd  which  contain  all  the  files  needed  for  

remote  server  setup.  

v   On  Linux  on  zSeries  -- ZLINUX_CLIENT.TAR  

v   On  z/OS  --  ZOS_CLIENT.TAR
 7.   At  the  command  prompt  on  the  client  system,  from  the  directory  you  created,  do  one  of the  

following:  

v   On  a Windows  client,  enter  remotesetup.cmd  

v   On  a UNIX  workstation,  enter  remotesetup
 8.   In  the  Connect  to  Remote  Domino  Server  dialog  box,  click  Ping  to  ensure  that  you  can  connect  to  the  

remote  server.  

 9.   Enter  the  host  name  or  network  address  of the  remote  server.  

10.   Click  OK  to  start  the  Domino  Server  Setup  program.

To run the Server Setup program from another server system 

1.   Install  the  Domino  server  program  files  on  both  server  systems,  but  do  not  run the  Domino  Server  

Setup  program.  

2.   Make  sure  that  you  know  the  host  name  or  network  address  of  the  remote  system.  

3.   At  the  command  prompt  on  the  local  server  system,  from  the  Domino  program  directory,  do  one  of 

the  following:  

v   On  a Windows  server,  enter  

nserver  -listen  

v   On  a UNIX  server,  enter  

server  -listen  

4.   Do  one  of  the  following:  

v   On  a Windows  server,  enter  

nserver  -remote  

v   On  a UNIX  server,  enter  
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server  -remote  

Note:  For  Linux  on  zSeries  and  z/OS,  set  the  DISPLAY  environment  variable  so  that  the  setup  

program  is  directed  to  a workstation  supporting  X-Window.  

Tip:  Entering  nserver  -help  or  server  -help  displays  all  parameters  available  for  working  with  

remote  server  setups.
5.   In  the  Connect  to  Remote  Domino  Server  dialog  box,  click  Ping  to  ensure  that  you  can  connect  to  the  

remote  server.  

6.   Enter  the  host  name  or  network  address  of the  remote  server.  

7.   Click  OK  to  start  the  Domino  Server  Setup  program.

Creating a server setup profile 

A  server  setup  profile  is  a file  that  you  use  to  quickly  configure  servers.  To create  a server  setup  profile,  

you  run the  Server  Setup  program  in  record  mode,  either  at the  server  you  are  setting  up  or  from  a 

Windows  client.  Creating  a server  setup  profile  from  a Windows  client  is easier  if the  client  has  Domino  

Administrator  installed  --  to  create  a profile  from  a client  without  Domino  Administrator,  you  need  the  

Java  runtime  environment  plus  some  files  from  the  program  directory  of  an  installed  Domino  server.  

For  more  information,  see  the  topic  ″Entering  system  commands  correctly″  earlier  in  this  chapter.  

To create a setup profile at a server 

1.   Install  the  Domino  server  program  files  on  the  server  system,  but  do  not  run the  Domino  Server  

Setup  program.  

2.   At  the  command  prompt  on  the  server,  from  the  Domino  program  directory,  do  one  of  the  following:  

v   On  a Windows  server,  enter  

nserver  -record  

v   On  a UNIX  server,  enter  

server  -record  

Note:  For  Linux  on  zSeries  and  z/OS,  set  the  DISPLAY  environment  variable  so  that  the  setup  

program  is  directed  to  a workstation  supporting  X-Window.  

Tip:  Entering  nserver  -help  or  server  -help  displays  the  parameters  available  for  working  with  

server  setup  profiles.
3.   Enter  a name  and  description  for  the  profile.  

4.   Continue  through  the  setup  program.  

Domino  saves  your  selections  in  a file  with  the  name  you  specified  in  Step  3.  By  default  this  file  is 

created  in  the  Domino  program  directory.

To create a setup profile from a Windows client with Domino Administrator 

1.   Make  sure  that  you  selected  ″Remote  Server  Setup″ when  you  installed  Domino  Administrator  on  the  

client  system.  

2.   Install  the  Domino  server  program  files  on  the  server  system,  but  do  not  run the  Domino  Server  

Setup  program.  

3.   At  the  command  prompt  on  the  client  system,  from  the  Notes  program  directory,  enter  

serversetup  -record  

4.   Enter  a name  and  description  for  the  profile.  

5.   Continue  through  the  setup  program.  

Domino  saves  your  selections  in  a file  with  the  name  you  specified  in  Step  4 and  stores  the  file  in  the  

Notes  program  directory  on  the  client  system.
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To create a setup profile from a Windows client without Domino Administrator or 

from a UNIX workstation 

1.   Install  the  Domino  server  program  files  on  the  server  system,  but  do  not  run the  Domino  Server  

Setup  program.  

2.   On  the  client  system,  install  the  Java  runtime  environment.  

3.   Create  a temporary  directory  on  the  client  system.  For  example,  enter  the  following  at the  command  

prompt:  

v   On  a Windows  client:  

mkdir  c:\temp  

v   On  a UNIX  workstation:  

mkdir  /temp  

4.   Do  one  of  the  following:  

v   From  a Windows  client,  copy  the  remote  setup  files  CFGDOMSERVER.JAR,  JHALL.JAR,  and  

REMOTESETUP.CMD  from  the  server  to  the  directory  you  created  on  the  client  system.  These  files  

are  in  C:\Domino  program  directory  on  the  server.  

v   From  a UNIX  workstation,  copy  the  remote  setup  files  CFGDOMSERVER.JAR,  JHALL.JAR,  and  

REMOTESETUP  from  the  server  to  the  directory  you  created  on  the  workstation.  These  files  are  in 

/Domino  program  directory/lotus/notes/latest/ibmpow/  on  an  AIX  server,  /Domino  program  

directory/lotus/notes/latest/zlinux/on a Linux  on  zSeries  server, /Domino  program  

directory/lotus/notes/latest/linux/  on  a Linux  server,  and  /Domino  program  

directory/lotus/notes/latest/sunspa/  on  a Solaris  server.  

Note:  Linux  on  zSeries  and  z/OS  ship  tar  files  on  the  CD  that  contains  the  files  needed  for  remote  

server  setup.  

v   On  Linux  on  zSeries  --  ZLINUX_CLIENT.TAR  

v   On  z/OS  -- ZOS_CLIENT.TAR
5.   At  the  command  prompt  on  the  client  system,  from  the  directory  you  created,  enter:  

remotesetup  -record  

Note:  For  Linux  on  zSeries  and  z/OS,  Set  the  DISPLAY  environment  variable  so  that  the  setup  

program  is directed  to  a workstation  supporting  X-Window.  

6.   Enter  a name  and  description  for  the  profile.  

7.   Continue  through  the  setup  program.  

Domino  saves  your  selections  in a file  with  the  name  you  specified  in  Step  6 and  stores  the  file  in  the  

client-system  directory  that  you  created  in  Step  3.

Using a server setup profile 

You can  use  a server  setup  profile  at  the  server  you  are  setting  up  or  from  a client  system.  Using  a server  

setup  profile  from  a Windows  client  is  easier  if the  client  has  Domino  Administrator  installed  -- to  use  a 

profile  from  a Windows  or  UNIX  client  without  Domino  Administrator,  you  need  the  Java  runtime  

environment  plus  some  files  from  the  program  directory  of  an  installed  Domino  server.  

When  you  use  a setup  profile,  you  choose  whether  or  not  to  view  the  setup  screens  as you  run the  

profile.  Running  a profile  without  viewing  the  screens  is sometimes  referred  to  as  a ″silent″ setup.  

For  more  information,  see  the  topic  ″Entering  system  commands  correctly″  earlier  in  this  chapter.  

To use a setup profile at the server 

1.   Install  the  Domino  server  program  files  on  a server  system,  but  do  not  run the  Domino  Server  Setup  

program.  

2.   At  the  command  prompt  on  the  server,  from  the  Domino  program  directory,  do  one  of the  following:  
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v   On  a Windows  server,  enter  

nserver  -playback  

v   On  a UNIX  server,  enter  

server  -playback  

Tip:  Entering  nserver  -help  or  server  -help  displays  the  parameters  available  for  working  with  

server  setup  profiles.
3.   Choose  the  profile  to  use.  If  you  don’t  see  the  profile  you  want  in  the  list,  click  Browse  to locate  the  

directory  that  contains  the  profile.  

4.   To change  the  existing  profile,  select  ″Modify  selected  profile.″ Click  OK  to  start  the  server  setup.

To use a setup profile from a Windows client with Domino Administrator 

 1.   Make  sure  that  you  selected  ″Remote  Server  Setup″ when  you  installed  Domino  Administrator  on  

the  client  system.  

 2.   Install  the  Domino  server  program  files  on  a server  system,  but  do  not  run the  Domino  Server  Setup  

program.  

 3.   At  the  command  prompt  on  the  server  system,  from  the  Domino  program  directory,  do  one  of  the  

following:  

v   On  a Windows  server,  enter  

nserver  -listen  

v   On  a UNIX  server,  enter  

server  -listen  

 4.   At  the  command  prompt  on  the  Windows  client,  from  the  Notes  program  directory,  enter:  

serversetup  -playback  

 5.   In  the  Connect  to  Remote  Domino  Server  dialog  box,  click  Ping  to ensure  that  you  can  connect  to  the  

server.  

 6.   Enter  the  host  name  or  network  address  of  the  server.  

 7.   Click  OK.  

 8.   Choose  the  profile  to  use.  If you  don’t  see  the  profile  you  want  in the  list,  click  Browse  to  locate  the  

directory  that  contains  the  profile.  

 9.   To change  the  existing  profile  instead  of  running  it to set  up  a new  server,  select  ″Modify  selected  

profile.″  

10.   Click  OK  to  start  the  server  setup.

To use a setup profile from a Windows client without Domino Administrator or 

from a UNIX workstation 

 1.   Install  the  Domino  server  program  files  on  a server  system,  but  do  not  run the  Domino  Server  Setup  

program.  

 2.   At  the  command  prompt  on  the  server  system,  from  the  Domino  program  directory,  do  one  of  the  

following:  

v   On  a Windows  server,  enter  

nserver  -listen  

v   On  a UNIX  server,  enter  

server  -listen  

 3.   On  the  client  system,  install  the  Java  runtime  environment.  

 4.   Create  a temporary  directory  on  the  client  system.  For  example,  enter  the  following  at the  command  

prompt:  

v   On  a Windows  client:  

mkdir  c:\temp  
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v   On  a UNIX  workstation:  

mkdir  /temp  

 5.   Do  one  of  the  following:  

v   From  a Windows  client,  copy  the  remote  setup  files  CFGDOMSERVER.JAR,  JHALL.JAR,  and  

REMOTESETUP.CMD  from  the  server  to  the  directory  you  created  on  the  client  system.  These  files  

are  in  C:\Domino  program  directory  on  the  server.  

v   From  a UNIX  workstation,  copy  the  remote  setup  files  CFGDOMSERVER.JAR,  JHALL.JAR,  and  

REMOTESETUP  from  the  server  to  the  directory  you  created  on  the  workstation.  These  files  are  in  

/Domino  program  directory/lotus/notes/latest/ibmpow/  on  an  AIX  server,  /Domino  program  

directory/lotus/notes/latest/zlinux/on a Linux  on  zSeries  server, /Domino  program  

directory/lotus/notes/latest/linux/  on  a Linux  server,  and  /Domino  program  

directory/lotus/notes/latest/sunspa/  on  a Solaris  server.  

Note:  Linux  on  zSeries  and  z/OS  ship  tar  files  on  the  CD  that  contains  the  files  needed  for  remote  

server  setup.  

v   On  Linux  on  zSeries  -- ZLINUX_CLIENT.TAR  

v   On  z/OS  --  ZOS_CLIENT.TAR
 6.   At  the  command  prompt  on  the  client  system,  from  the  directory  you  created,  enter:  

remotesetup  -playback  

Note:  For  Linux  on  zSeries  and  z/OS,  set  the  DISPLAY  environment  variable  so  that  the  setup  

program  is directed  to  a workstation  supporting  X-Window.  

 7.   In  the  Connect  to  Remote  Domino  Server  dialog  box,  click  Ping  to  ensure  that  you  can  connect  to  the  

server.  

 8.   Enter  the  host  name  or  network  address  of the  server.  

 9.   Click  OK.  

10.   Choose  the  profile  to  use.  If  you  don’t  see  the  profile  you  want  in the  list,  click  Browse  to locate  the  

directory  that  contains  the  profile.  To change  the  existing  profile,  select  ″Modify  selected  profile.″  

11.   Click  OK  to  start  the  server  setup.

Using silent server setup 

A ″silent″ setup  is one  in  which  you  do  not  view  the  setup  screens  as  you  run the  server  setup  profile.  

You can  do  a silent  setup  at  the  server  you  are  setting  up  or  from  a client  system.  Doing  a silent  setup  

from  a Windows  client  is  easier  if the  client  has  Domino  Administrator  installed  --  to  do  a silent  setup  

from  a Windows  or  UNIX  client  without  Domino  Administrator,  you  need  the  Java  runtime  environment  

plus  some  files  from  the  program  directory  of  an  installed  Domino  server.  

Tip:  When  doing  a silent  setup,  display  a progress  bar  (Windows)  or  have  percent-complete  written  to  

the  command  line  (UNIX)  by  adding  the  -pb  parameter  to the  end  of the  command.  

For  more  information,  see  the  topic  ″Entering  system  commands  correctly″  earlier  in  this  chapter.  

To do a silent setup at the server 

Note:  Before  running  any  Domino  setup  command,  be  sure  to complete  any  pending  reboot  actions  you  

may  have  from  installing  other  applications.  

1.   Install  the  Domino  server  program  files  on  a server  system,  but  do  not  run the  Domino  Server  Setup  

program.  

2.   At  the  command  prompt  on  the  server,  from  the  Domino  program  directory,  do  one  of the  following:  

v   On  a Windows  server,  enter  

nserver  -silent  c:\myprofile.pds 
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v   On  a UNIX  server,  enter  

server  -silent   /myprofile.pds 

where  myprofile  is  the  name  you  gave  to the  profile  file.  

Note:  If  the  profile  file  is not  in  the  root  directory,  use  the  profile’s  full  path  in  the  command.  

Tip:  Entering  nserver  -help  or  server  -help  displays  the  parameters  available  for  working  with  

server  setup  profiles.
3.   If the  profile  uses  existing  server,  certifier,  or  administrator  IDs  that  require  passwords,  do  the  

following:  

a.   Create  a text  file  that  contains  the  passwords  for  the  existing  IDs.  The  keywords  in  this  are:  

Server=  

AddServer=  

Certifier=  

OUCertifier=  

Administrator=  

b.   Add  a parameter  in  the  command  line  for  the  name  of the  password  file.  For  example,  on  

Windows  enter:  

nserver  -silent  c:\myprofile.pds c:\passwd.txt  

4.   If this  is a partitioned  server  setup,  add  the  = parameter  to the  command  line  to  specify  the  

NOTES.INI  file  in  this  partition’s  Domino  data  directory.  For  example,  on  Windows  enter:  

nserver  -silent  c:\myprofile.pds =c:\lotus\domino\data2\notes.ini  

5.   Check  the  ERRORLOG.TXT  file  in the  Domino  data  directory  to  confirm  that  the  setup  is complete,  or 

to  view  any  error  messages  that  were  generated  during  setup.

To do a silent setup from a Windows client with Domino Administrator 

1.   Make  sure  that  you  selected  ″Remote  Server  Setup″ when  you  installed  Domino  Administrator  on  the  

client  system.  

2.   Install  the  Domino  server  program  files  on  a server  system,  but  do  not  run the  Domino  Server  Setup  

program.  

3.   At  the  command  prompt  on  the  server  system,  from  the  Domino  program  directory,  do  one  of the  

following:  

v   On  a Windows  server,  enter  

nserver  -listen  

v   On  a UNIX  server,  enter  

server  -listen  

4.   At  the  command  prompt  on  the  client  system,  from  the  Notes  program  directory,  enter:  

serversetup  -silent  c:\myprofile.pds -remote  serveraddress  

Where  myprofile  is the  name  you  gave  the  setup  profile  and  serveraddress  is the  host  name  or  network  

address  of the  server  you  are  setting  up.  

Note:  If the  profile  file  is not  in  the  root  directory,  use  the  profile’s  full  path  in  the  command.  

5.   If the  profile  uses  existing  server,  certifier,  or  administrator  IDs  that  require  passwords,  do  the  

following:  

a.   Create  a text  file  that  contains  the  passwords  for  the  existing  IDs.  The  keywords  in  this  are:  

Server=  

AddServer=  

Certifier=  

OUCertifier=  
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Administrator=  

b.   Add  a parameter  in  the  command  line  for  the  name  of the  password  file.  For  example,  on  

Windows  enter:  

serversetup  -silent  c:\myprofile.pds c:\passwd.txt  -remote  serveraddress  

6.   If this  is  a partitioned  server  setup,  add  the  = parameter  to  the  command  line  to  specify  the  

NOTES.INI  file  in  this  partition’s  Domino  data  directory.  For  example,  on  Windows  enter:  

serversetup  -silent  c:\myprofile.pds -remote  serveraddress  =c:\lotus\domino\data2\notes.ini  

7.   Check  the  ERRORLOG.TXT  file  in  the  Notes  data  directory  to  confirm  that  the  setup  is complete,  or  

to  view  any  error  messages  that  were  generated  during  setup.

To do a silent setup from a Windows client without Domino Administrator or from 

a UNIX workstation 

1.   Install  the  Domino  server  program  files  on  a server  system,  but  do  not  run the  Domino  Server  Setup  

program.  

2.   At  the  command  prompt  on  the  server  system,  from  the  Domino  program  directory,  do  one  of the  

following:  

v   On  a Windows  server,  enter  

nserver  -listen  

v   On  a UNIX  server,  enter  

server  -listen  

Note:  For  Linux  on  zSeries  and  z/OS,  set  the  DISPLAY  environment  variable  so that  the  setup  

program  is directed  to  a workstation  supporting  X-Window.
3.   On  the  client  system,  install  the  Java  runtime  environment.  

4.   Create  a temporary  directory  on  the  client  system.  For  example,  enter  the  following  at the  command  

prompt:  

v   On  a Windows  client:  

mkdir  c:\temp  

v   On  a UNIX  workstation:  

mkdir  /temp  

5.   Do  one  of  the  following:  

v   From  a Windows  client,  copy  the  remote  setup  files  CFGDOMSERVER.JAR,  JHALL.JAR,  and  

REMOTESETUP.CMD  from  the  server  to  the  directory  you  created  on  the  client  system.  These  files  

are  in  C:\Domino  program  directory  on  the  server.  

v   From  a UNIX  workstation,  copy  the  remote  setup  files  CFGDOMSERVER.JAR,  JHALL.JAR,  and  

REMOTESETUP  from  the  server  to  the  directory  you  created  on  the  workstation.  These  files  are  in 

/Domino  program  directory/lotus/notes/latest/ibmpow/  on  an  AIX  server,  /Domino  program  

directory/lotus/notes/latest/zlinux/on a Linux  on  zSeries  server, /Domino  program  

directory/lotus/notes/latest/linux/  on  a Linux  server,  and  /Domino  program  

directory/lotus/notes/latest/sunspa/  on  a Solaris  server.  

Note:  Linux  on  zSeries  and  z/OS  ship  tar  files  on  the  CD  that  contains  the  files  needed  for  remote  

server  setup.  

v   On  Linux  on  zSeries  --  ZLINUX_CLIENT.TAR  

v   On  z/OS  -- ZOS_CLIENT.TAR
6.   At  the  command  prompt  on  the  client  system,  from  the  Notes  program  directory,  enter:  

remotesetup  -silent  c:\myprofile.pds -remote  serveraddress  

Note:  For  Linux  on  zSeries  and  z/OS,  set  the  DISPLAY  environment  variable  so  that  the  setup  

program  is directed  to  a workstation  supporting  X-Window.
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Where  myprofile  is the  name  you  gave  the  setup  profile  and  serveraddress  is the  host  name  or  network  

address  of the  server  you  are  setting  up.  

Note:  If the  profile  file  is not  in  the  root  directory,  use  the  profile’s  full  path  in  the  command.  

7.   If the  profile  uses  existing  server,  certifier,  or  administrator  IDs  that  require  passwords,  do  the  

following:  

a.   Create  a text  file  that  contains  the  passwords  for  the  existing  IDs.  The  keywords  in  this  are:  

Server=  

AddServer=  

Certifier=  

OUCertifier=  

Administrator=  

b.   Add  a parameter  in  the  command  line  for  the  name  of the  password  file.  For  example,  on  

Windows  enter:  

remotesetup  -silent  c:\myprofile.pds  c:\passwd.txt -remote  serveraddress

8.   If this  is a partitioned  server  setup,  add  the  = parameter  to the  command  line  to  specify  the  

NOTES.INI  file  in  this  partition’s  Domino  data  directory.  For  example,  on  Windows  enter:  

remotesetup  -silent  c:\myprofile.pds -remote  serveraddress  =c:\lotus\domino\data2\notes.ini  

9.   Check  the  ERRORLOG.TXT  file  to  confirm  that  the  setup  is complete,  or  to  view  any  error  messages  

that  were  generated  during  setup.

Using automatic server setup on Linux on zSeries and on UNIX 

Automatic  server  setup  is a UNIX  and  Linux  on  zSeries  feature  for  single  local  Domino  servers.  When  

automatic  server  setup  is used  for  new  server  installations,  server  setup  runs  automatically  after  the  

server  installation  is complete.  For  server  upgrades,  the  server  is restarted  automatically  after  the  

installation  is complete.  

Automatic  server  setup  does  not  apply  to  partitioned  servers  or  to remote  servers.  

By  default,  server  setup  is  set  to  manual  so  that  the  server  setup  does  not  automatically  run for  new  

server  installs,  and  server  restart  does  not  automatically  run for  server  upgrades.  

You can  enable  this  feature  from  the  script  file  containing  all  of the  user  configuration  parameters  for  

UNIX  script  installation.  In  the  UNIX  kit  directory,  the  sample  script  file  is SCRIPT.DAT.  

Note:  Before  running  any  Domino  setup  command,  be  sure  to  complete  any  pending  reboot  actions  you  

may  have  from  installing  other  applications.  

Enabling automatic server setup from the script file 

To enable  the  automatic  server  setup  feature  from  the  script  file,  complete  the  following  steps.  

1.   Open  your  script  file.  

2.   Locate  the  variable,  start_server_setup  = 

Note:  The  default  is start_server_setup  = 0,  which  is the  manual  setting.  When  the  manual  setting  (0)  

is active,  you  must  manually  initiate  the  server  setup  or  server  restart.  

3.   Enter  one  of  these  values  according  to  when  you  want  automatic  setup  to run:  

v   0 --  To disable  automatic  server  setup  and  enable  manual  setup.  You have  to  manually  start  the  

server  after  a new  server  installation  or  restart  the  server  after  an  upgrade  when  you  use  this  

setting.  

v   1 --  To automatically  launch  server  setup  after  installation  or  to automatically  restart  the  server  after  

a server  upgrade.
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Note:  For  Linux  on  zSeries  and  z/OS,  set  the  DISPLAY  environment  variable  so that  the  setup  

program  is directed  to  a workstation  supporting  X-Window.
When  the  Install  program  starts,  it asks  for  the  password  of  the  ID  that  owns  the  Notes  data  directory.  

v   2 -- To automatically  launch  server  setup  in  listen  mode  after  installing  a new  server.  You can  then  

connect  to  the  server  using  the  Remote  Server  Setup  tool.  To automatically  restart  the  server  after  

installing  a server  upgrade.

Note:  When  the  Install  program  starts  on  a Linux  on  zSeries  system,  the  program  asks  for  the  

password  of  the  ID  that  owns  the  Notes  data  directory.

Enabling automatic server setup from the user interface 

To enable  the  automatic  server  setup  feature  from  the  UNIX  or  Linux  on  zSeries  user  interface,  complete  

the  following  steps.  

1.   Locate  the  option  ″Select  server  setup  method.″

Note:  The  default  is  Manual  Server  Setup.  When  the  manual  setting  (0)  is active,  you  must  manually  

initiate  the  server  setup  or  server  restart.  

2.   Press  the  Spacebar  until  you  see  the  setting  you  want  to use.  You can  use  one  of  the  following  

settings:  

v   Local  Server  Setup  --  To automatically  launch  server  setup  after  installation  or  to automatically  

restart  the  server  after  a server  upgrade.

Note:  For  Linux  on  zSeries  and  z/OS,  set  the  DISPLAY  environment  variable  so that  the  setup  

program  is directed  to  a workstation  supporting  X-Window.
When  the  Install  program  starts,  it asks  for  the  password  of  the  ID  that  owns  the  Notes  data  directory.  

v   Remote  Server  Setup  --  To automatically  launch  server  setup  in  listen  mode  after  installing  a new  

server.  You can  then  connect  to  the  server  using  the  Remote  Server  Setup  tool.  To automatically  

restart  the  server  after  a server  upgrade.

Note:  When  the  Install  program  starts  on  a Linux  on  zSeries  system,  the  program  asks  for  the  

password  of  the  ID  that  owns  the  Notes  data  directory.  

v   Manual  Server  Setup  -- To disable  automatic  server  setup  and  enable  manual  setup.  You have  to  

manually  start  the  server  after  a new  server  installation  or  restart  the  server  after  an  upgrade  when  

you  use  this  setting.
3.   Press  Tab to  accept  the  setting.

The Certification Log 

When  you  set  up  the  first  Domino  server  in  a domain,  the  Server  Setup  program  creates  the  Certification  

Log.  If you  delete  the  log,  you  can  recreate  it, but  be  aware  that  the  new  log  will  not  contain  the  

information  it previously  stored.  

The  Certification  log  records  information  related  to recertification  and  name  changes.  When  you  add  

servers  and  users  to  Domino,  the  Certification  Log  maintains  a record  of  how  you  registered  them.  For  

each  registered  server  and  user,  the  Certification  Log  stores  a document  containing  the  following  

information:  

v   Name  and  license  type  

v   Date  of  certification  and  expiration  

v   Name,  license  type,  and  ID  number  of  the  certifier  ID  used  to create  or recertify  the  ID
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Create  a replica  of  the  Certification  Log  on  every  server  that  is  a registration  server  and  on  every  server  

that  stores  a Domino  Directory  that  is  used  for  user  management  --  for  example,  renaming  and  

recertifying  users.  If  the  server  whose  Domino  Directory  replica  you  are  using  does  not  have  a 

Certification  Log,  user-management  actions  will  fail.  

Server registration 

Before  you  install  and  set  up  additional  servers,  you  must  register  them.  In  effect,  registering  a server  

adds  the  server  to  the  system.  The  server  registration  process  creates  a Server  document  for  the  server  in 

the  Domino  Directory  and  creates  a server  ID.  After  registering  and  installing  a server,  you  use  the  Server  

Setup  program  to  obtain  a copy  of  the  Domino  Directory  for  the  new  server  and  to set  up  the  server  to 

run particular  services  and  tasks  -- for  example,  the  HTTP  service,  the  Mail  Router,  and  so on.  

The  server  registration  user  interface  automatically  removes  leading  spaces  and  trailing  spaces  from  

passwords.  Passwords  cannot  begin  or  end  with  a space.  This  also  applies  to  certifier  registration  and  

user  registration.  

Note:  When  setting  up  an  additional  server,  obtaining  the  Domino  Directory  from  the  registration  server  

via  dialup  over  a modem  is possible  for  Windows  systems  only.  For  other  operating  systems,  the  

additional  server  must  be  on  the  network  in  order  to communicate  with  the  registration  server.  

Before  you  register  servers,  plan  and  understand  your  company’s  hierarchical  name  scheme.  The  name  

scheme  defines  which  certifier  ID  to  use  when  you  register  each  new  server.  In  addition,  make  sure  that  

you  have  access  to  each  certifier  ID,  know  its  password,  and  have  created  ID  recovery  information  for  it. 

If you  have  decided  to  use  the  Domino  server-based  certification  authority  (CA),  you  can  register  servers  

without  access  to  the  certifier  ID  file  and  its  password.  

For  more  information  on  the  hierarchical  name  scheme,  see  the  chapter  ″Deploying  Domino.″ For  

information  on  ID  recovery,  see  the  chapter  ″Protecting  and  Managing  Notes  IDs.″ For  more  information  

on  using  the  Domino  server-based  CA,  see  the  chapter  ″Setting  Up  a Domino  Server-based  Certification  

Authority.″ 

The  registration  server,  which  is  the  server  that  initially  stores  changes  to documents  in  the  Domino  

Directory  until  the  Domino  Directory  replicates  with  other  servers,  must  be  up  and  running  on  the  

network.  To register  servers  from  your  workstation,  you  must  have  access  to  the  registration  server  and  

have  at  least  Author  access  with  the  Server  Creator  and  Group  Modifier  roles  in  the  ACL  of the  Domino  

Directory.  

When  you  register  a server,  Domino  does  the  following:  

v   Creates  a server  ID  for  the  new  server  and  certifies  it with  the  certifier  ID  

v   Creates  a Server  document  for  the  new  server  in the  Domino  Directory  

v   Encrypts  and  attaches  the  server  ID  to  the  Server  document  and  saves  the  ID  on  a disk  or  in  a file  on  

the  server  

v   Adds  the  server  name  to  the  LocalDomainServers  group  in  the  Domino  Directory  

v   Creates  an  entry  for  the  new  server  in  the  Certification  Log  (CERTLOG.NSF)  

If you  have  a Domino  server-based  CA  for  issuing  Internet  certificates,  you  can  choose  to  configure  the  

new  server  to  support  SSL  connections  by  providing  a server  key  ring  password  and  the  server’s  host  

name.  Then,  Domino  does  the  following:  

v   The  registration  process  creates  a certificate  request  in  the  Administration  Requests  database  

(ADMIN4.NSF)  to  be  processed  by  the  server’s  Internet  CA  

v   The  registration  process  creates  a ″create  SSL  key  ring″ request  in  ADMIN4.NSF  
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v   Once  you  set  up  and  start  the  new  server  and  the  ″create  SSL  keying″ request  has  replicated  to  it, the  

″create  SSL  key  ring″ request  creates  the  server  key  ring  file  and  an  ″enable  SSL  ports″ request  for  the  

administration  server  of  the  Domino  Directory  

v   The  ″enable  SSL  ports″ request  enables  all  the  SSL  ports  on  the  new  server  and  creates  a ″monitor  SSL  

status″ request  for  the  new  server  

v   The  ″monitor  SSL  status″ request  restarts  all  of the  Internet  tasks  currently  running  on  the  new  server  

so  that  the  tasks  will  accept  SSL  connections

Note:  You must  use  the  Domino  Administrator  if you  want  to  use  this  server  registration  process  to  

configure  a new  server  for  SSL.  

For  more  information  on  these  requests,  see  the  appendix  ″Administration  Process  Requests.″ 

Registering a server 

Note:  If you  have  not  specified  a registration  server  in  Administration  Preferences,  this  server  is by  

default:  

v   The  server  specified  in  the  NewUserServer  setting  in  the  NOTES.INI  file  

v   The  Administration  server
 1.   If you  are  supplying  the  certifier  ID,  make  sure  that  you  have  access  to  it  and  that  you  know  its  

password.  

 2.   If you  are  using  the  Domino  Administrator  and  would  like  the  new  server  to  support  SSL,  make  

sure  that  you  have  an  Internet  CA  configured.  

 3.   From  the  Domino  Administrator  or  Web Administrator,  click  the  Configuration  tab.  

 4.   From  the  Tools  pane,  click  Registration  - Server.  

 5.   If you  are  using  the  Domino  Administrator,  do  the  following:  

a.   If you  are  using  the  CA  process,  click  Server  and  select  a server  that  includes  the  Domino  

Directory  that  contains  the  Certificate  Authority  records,  and  the  copy  of  the  Administration  

Requests  database  (ADMIN4.NSF)  that  will  be  updated  with  the  request  for  the  new  certificate.  

Then  click  ″Use  the  CA  Process,″  select  a CA-configured  certifier  from  the  list,  and  click  OK.  

b.   If you  are  supplying  the  certifier  ID,  select  the  registration  server.  Then  click  ″Certifier  ID″  and  

locate  the  certifier  ID  file.  Click  OK,  enter  the  password  for  the  certifier  ID,  and  click  OK.  

c.   In  the  Register  Servers  dialog  box,  click  Continue  if you  want  to apply  the  current  settings  to all 

servers  registered  in  this  registration  session;  otherwise,  complete  these  fields:  

 Field  Action  

Registration  Server  Click  Registration  to  specify  the  registration  server.  

Certifier  If the  certifier  ID displayed  is NOT  the  one  you  want  to use  for all  servers  registered  in 

this  session,  or  if you  want  to use  the  Domino  server-based  CA  instead  of a certifier  ID, 

click  Certifier  and  you  return  to Step  4. 

Public  key  specification  The  public  key  specification  that  you  use  impacts  when  key  rollover  is triggered.  Key  

rollover  is the  process  used  to update  the  set of Notes  public  and  private  keys  that  is 

stored  in user  and  server  ID files.  

Choose  one:  

v   Compatible  with  all releases  (630  bits)  

v   Compatible  with  Release  6 and  later  (1024  bits)

Note:  For  information  about  the significance  of the  public  key  specification  and  key  

rollover,  see  the  topic  User  and  server  key  rollover.  

License  type  Choose  either  North  American  (default)  or International.  In practice,  there  is no 

difference  between  a North  American  and  an International  ID  type.  
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Field  Action  

Expiration  date  (Optional)  To change  the  expiration  date  of the  Server  Certificate,  enter  the  date  in  

mm-dd-yyyy  format  in the  Certificate  Expiration  Date  box.  The  default  date  is 100  years  

from  the  current  date,  minus  allowances  for leap  years.  

Certificate  Authority  If you  want  the  server  to support  SSL,  select  an Internet  CA  from  the  list.
  

d.   Click  Continue.
 6.   If you  are  using  the  Web Administrator,  do  the  following:  

a.   Select  a registration  server  that  includes  the  Domino  Directory  that  contains  the  Certificate  

Authority  records,  and  the  copy  of the  Administration  Requests  database  (ADMIN4.NSF)  that  

will  be  updated  with  the  request  for  the  new  certificate.  

b.   Select  a CA-configured  certifier  from  the  list,  and  click  OK.
 7.   In  the  Register  New  Server(s)  dialog  box,  complete  these  fields  for  each  server  that  you  want  to  

register:  

 Field  Action  

Server  name  Enter  the  name  of the  new  server.  

Server  title  Enter  the  server  title,  which  appears  on the  Configuration  tab  in the  All  Server  

Documents  view  and  in the  Server  Title  field  of the  Server  document.  

Domino  domain  name  The  default  domain  name  is usually  the same  as the name  of the organization  certifier  

ID.  

Server  administrator  

name  

Enter  the  name  of the  person  who  administers  the server.  

ID  file  password  Required  if you  are  going  to store  the  server  ID in the  Domino  Directory.  

Optional  if you  store  the  server  ID in a file.  

The  password  is case-sensitive  and  characters  you use will  depend  on the level  you  set 

in the  Password  quality  scale.  

Password  Options  Click  Password  Options.  Specify  a password  quality  scale  by  choosing  the  level  of 

complexity  for  the  password.  By  default,  the  level  is 0, where  16 is the  highest.  Click  

OK.  

Location  for storing  server  

ID  

v   Select  ″In  Domino  Directory″ to store  the  server  ID in the  Domino  Directory.  

v   Select  ″In  File″  to store  the  server  ID file  in a file.  Then  click  ″Set  ID File,″ select  the  

name  and  path  for  the  file,  and  click  Save.

Note:  You don’t  see  this  field  from  the Web Administrator,  as the  server  ID is stored  in 

the  Domino  Directory.
  

 8.   (Domino  Administrator  only)  If  you  chose  an  Internet  CA  in  the  Register  Servers  dialog  box  and  you  

want  the  server  to  support  SSL  connections,  click  Advanced,  select  ″Enable  SSL  ports,″ and  complete  

the  following  fields:  

v   Server  key  ring  password  --  Enter  a password  for  the  server  key  ring  

v   Server  host  name  -- Enter  the  fully  qualified  domain  name  of the  server,  for  example,  

app01.acme.com
 9.   Do  one:  

v   Click  the  green  check  box  to  add  the  server  to  the  registration  queue.  

v   Click  the  red X to  clear  the  fields.
10.   The  server  registration  queue  displays  the  servers  ready  to be  registered.  To display  the  settings  for  a 

server,  select  the  server  name  in  the  queue.  

11.   Click  one:  
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v   New  Server  --  To clear  fields  in the  Register  New  Server(s)  dialog  box  

v   Register  All  -- To register  all  servers  in  the  registration  queue  

v   Register  --  To register  the  highlighted  server  in  the  registration  queue  

v   Remove  --  To remove  the  highlighted  server  from  the  registration  queue  

v   Done  --  To close  the  Register  Server(s)  dialog  box.  Any  servers  remaining  in  the  registration  queue  

will  not  be  registered.
12.   After  you  register  a server,  install  it  and  then  run the  Server  Setup  program  to  configure  it.

Optional tasks to perform after server setup 

After  running  the  Server  Setup  program,  you  may  want  to  perform  one  or  more  of  the  following  tasks,  

depending  on  the  needs  of  your  company:  

v   Create  an  additional  organization  certifier  ID.  

v   Create  an  organizational  unit  certifier  ID.  

v   Use  Internet  Site  documents  to  configure  Internet  protocol  server  tasks:  

–   Enable  the  Internet  Sites  view  

–   Create  an  Internet  Site  document  

–   Set  up  security  for  Internet  Site  documents

Creating an additional organization certifier ID 

When  you  set  up  the  first  server  in  a domain,  you  create  an  organization  certifier.  If your  hierarchical  

name  scheme  calls  for  having  multiple  organizations  but  only  one  Domino  Directory,  you  must  create  an  

additional  organization  certifier  ID.  

For  more  information  on  organization  certifier  IDs,  see  the  chapter  ″Deploying  Domino.″  

1.   From  the  Domino  Administrator,  click  the  Configuration  tab.  

2.   From  the  Tools  pane,  choose  Registration  - Organization.  

3.   (Optional)  To change  the  registration  server,  which  is  the  server  that  initially  stores  the  Certifier  

document  until  the  Domino  Directory  replicates,  click  Registration  Server,  select  the  correct  server,  and  

then  click  OK.  If  you  have  not  specified  a registration  server  in  Administration  Preferences,  the  

registration  server  is by  default:  

v   The  local  server,  if there  is one  and  it  contains  a Domino  Directory  

v   The  server  specified  in the  NewUserServer  setting  in  the  NOTES.INI  file  

v   The  Administration  server
4.   (Optional)  Click  Set  ID  file  to  change  the  location  where  Domino  stores  the  certifier  ID.  Be  sure  to  

keep  the  certifier  ID  file  in  a secure  place  so that  it is readily  accessible  to register  new  servers  and  

users,  but  safe  from  misuse.  By  default,  the  certifier  ID  is  stored  in  C:\.  

5.   Complete  these  fields:  

 Field  Action  

Organization  name  Enter  the  name  of the organization.  Enter  a name  different  from  the  one  used  on the 

organization  certifier  ID created  when  you  set  up  the  first  Domino  server.  

Country  code  (Optional)  Adding  an organizational  country  or region  code  for the  country  or region  

where  the  organization’s  corporate  headquarters  are  located  minimizes  the  chance  that  

another  organization  has  the  same  organization  name  as yours.  Enter  the  country  or 

region  code  only  if you  have  registered  your  organization  name  with  a national  or 

international  standards  body.  For  multinational  companies,  you  can  enter  a country  or 

region  in which  the  company  has  offices,  as long  as the organization  name  is registered  

there.  
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Field  Action  

Certifier  password  Enter  a case-sensitive  password  for the  certifier.  The  characters  you  use  for this  

password  depend  on the level  set in the  ″Password  quality  scale″ field.  

Password  quality  scale  Choose  the  level  of complexity  for  the  password.  By default,  the  level  is 8, where  16 is 

the  highest.  

Security  type  Choose  either  North  American  (default)  or International.  In practice,  there  is no 

difference  between  a North  American  and  an  International  ID type.  

Mail  certification  requests  

to  (Administrator)  

Enter  the  name  of the  administrator  who  handles  recertification  requests.  The  name  

specified  here  appears  in the Certifier  document  in the Domino  Directory.  If you  are  

creating  a certifier  ID  for  an off-site  administrator,  enter  that  administrator’s  name  in 

this  field.  

Location  (Optional)  Enter  text  that  appears  in the  Location  field  of the  Certifier  document.  

Comment  (Optional  ) Enter  text  that  appears  in the  Comment  field  of the Certifier  document.
  

6.   Click  Register.

Creating an organizational unit certifier ID 

You can  create  up  to  four  levels  of  organizational  unit  (OU)  certifiers.  To create  first-level  OU  certifier  

IDs,  you  use  the  organization  certifier  ID.  To create  second-level  OU  certifier  IDs,  you  use  the  first-level  

OU  certifier  IDs,  and  so  on.  

For  background  information  on  OU  certifier  IDs,  see  the  chapter  ″Deploying  Domino.″  

For  background  information  on  OU  certifier  IDs,  see  the  topic  ″Certifier  IDs  and  certificates.″ 

Note:  The  registration  server  is the  server  that  initially  stores  the  Certifier  document  until  the  Domino  

Directory  replicates.  If  you  have  not  specified  a registration  server  in  Administration  Preferences,  the  

registration  server  is by  default:  

v   The  local  server  if there  is one  and  it contains  a Domino  Directory  

v   The  server  specified  in  NewUserServer  setting  of  NOTES.INI  

v   The  Administration  server

To create an organizational unit certifier ID 

 1.   From  the  Domino  Administrator,  click  the  Configuration  tab.  

 2.   From  the  Tools  pane,  select  Registration  - Organizational  Unit.  

 3.   (Optional)  To change  the  registration  server,  click  Registration  Server,  select  the  correct  server,  and  

then  click  OK.  

 4.   Do  one:  

v   Select  ″Supply  certifier  ID  and  password.″ Click  Certifier  ID,  select  the  certifier  ID,  click  Open,  and  

click  OK.  Enter  the  ID  password,  and  click  OK.  

v   Select  ″Use  the  CA  Process″  and  then  choose  a CA  certifier  from  the  list.
 5.   Click  OK.  If  you  are  supplying  the  certifier  ID,  enter  its  password  and  click  OK.  

 6.   (Optional)  To change  the  registration  server,  click  Registration  Server,  select  the  correct  server,  and  

then  click  OK.  

 7.   (Optional)  To change  which  certifier  ID  to  use  to register  the  new  certifier  ID:  

a.   Click  Certifier  ID.  

b.   Select  the  certifier  ID,  click  Open,  and  click  OK.  

c.   Enter  the  ID  password  and  click  OK.
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8.   (Optional)  Click  ″Set  ID  File″ if you  want  to change  the  location  where  Domino  stores  the  certifier  

ID.  Be  sure  to  keep  the  certifier  ID  file  in  a secure  place  so  that  it is readily  accessible  to register  new  

servers  and  users,  but  safe  from  misuse.  By  default  the  ID  is stored  in  C:\.  

 9.   Complete  these  fields:  

 Field  Action  

Organizational  Unit  Enter  a name  for the  new  organizational  unit.  

Certifier  password  Enter  a case-sensitive  password  for the  certifier.  The  characters  you  use  for  this  

password  depend  on the level  set  in the  ″Password  quality  scale″ field.  

Password  quality  scale  Choose  the  level  of complexity  for the password.  By  default,  the  level  is 8, where  16 is 

the  highest.  

Security  type  Choose  either  North  American  (default)  or International.  In practice,  there  is no 

difference  between  a North  American  and  an  International  ID type.  

Mail  certification  requests  

to (Administrator)  

Enter  the  name  of the administrator  who  handles  recertification  requests.  The  name  

specified  here  appears  in the  Certifier  document  in the  Domino  Directory.  If you  are  

creating  a certifier  ID for an off-site  administrator,  enter  that  administrator’s  name  in 

this  field.  

Location  (Optional)  Enter  text  that  appears  in the Location  field  of the  Certifier  document.  

Comment  (Optional)  Enter  text  that  appears  in the Comment  field  of the  Certifier  document.
  

10.   Click  Register.

Internet Site documents 

Internet  Site  documents  are  used  to  configure  the  Internet  protocols  supported  by  Domino  servers.  A  

separate  Internet  Site  document  is created  for  each  protocol  --  Web (HTTP),  IMAP,  POP3,  SMTP  Inbound,  

LDAP,  and  IIOP  -- which  is  then  used  to  provide  protocol  configuration  information  for  a single  server,  

or  for  multiple  servers  in a Domino  organization.  Specifically,  you  can  create:  

v   Web Site  documents.  You create  a Web site  document  for  each  Web site  hosted  on  the  Domino  server.  

v   LDAP  Site  documents.  You create  an  LDAP  site  document  for  LDAP  protocol  access  to  an  

organization  in  a directory.  

v   IMAP,  POP3,  and  SMTP  Site  documents.  You create  an  individual  Internet  Site  document  for  each  

mail  protocol  for  which  you  enter  an  IP  address.  

v   IIOP  Site  documents.  You create  an  IIOP  Site  document  to  enable  the  Domino  IIOP  (DIIOP)  task  on  

the  server.  This  task  allows  Domino  and  the  browser  client  to use  the  Domino  Object  Request  Broker  

(ORB)  server  program.  

Internet  Site  documents  make  it  easier  for  administrators  to configure  and  manage  Internet  protocols  in  

their  organizations.  For  example,  prior  to  Domino  6,  if you  wanted  to  set  up  a Web site  in  your  

organization,  it  was  necessary  to  configure  each  Domino  server  in  the  domain  with  Mapping  documents,  

Web realms,  and  File  Protection  documents.  If you  had  virtual  servers  and  virtual  hosts,  you  had  to do  

the  same  thing  for  them.  In  Domino  6,  you  can  configure  a Web Site  document  so  that  all  servers  and  

hosts  use  it to  get  configuration  information  for  a Web site,  including  mapping  information,  file  

protection  information,  and  Web realm  authentication  information.  

You must  use  Internet  Site  documents  if you:  

v   Want  to  use  Web-based  Distributed  Authoring  and  Versioning  (WebDAV)  on  a Domino  Web server.  

v   Have  enabled  SSL  on  your  server  and  want  to use  Certificate  Revocation  Lists  to  check  the  validity  of  

Internet  certificates  used  to  authenticate  with  the  server.  

v   Are  using  a service  provider  configuration  on  your  server  (see  ″For  service  providers  only″ below).
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The  Domino  server  is  configured  to  use  Internet  Site  documents  if the  option  ″Load  Internet  

configurations  from  Server\Internet  Sites  documents″ is  enabled  on  the  Basics  tab  on  Server  document.  If  

the  option  is not  enabled,  the  server  defaults  to Server  document  settings  to  obtain  configuration  

information  for  Internet  protocols.  

Internet  Site  documents  are  designed  to  be  used  as  follows:  

v   For  any  incoming  connection,  Internet  Site  documents,  Certifier  documents  and  Global  Domain  

documents  are  used  to  determine  which  organization  (certifier)  is associated  with  the  target  IP  address.  

In  the  xSP  configuration,  this  is important  because  the  Site  document  determines  the  hosted  

organization.  In  a non-xSP  Domino  configuration,  all  incoming  IP  addresses  usually  map  to  the  top  

level  certifier.  

v   For  a specific  organization  and  a specific  protocol  and  a specific  server,  the  Internet  Site  document  is  

used  to  determine  which  authentication  controls  are  to  be  applied.  

When  you  enter  a Host  name  or  IP  address  in  an  Internet  Site  document,  you  do  not  gain  control  over  

which  authentication  controls  are  applied  according  to  the  IP  address  the  user  connects  to.  Instead,  the  

first  Internet  Site  document  located  for  the  server  and  the  organization  is used.  As  a result,  except  for  

Web Site  documents,  you  should  have  only  one  Internet  Site  document  for  each  organization,  protocol,  

and  server  combination.  

For  example,  do  not  do  the  following:  

Server  A  has  two  IP  addresses  and  you  create  the  following  two  Internet  Site  documents  for  POP3:  

v   One  Internet  Site  document  for  one  IP  address  with  no  SSL  allowed  

v   One  Internet  Site  document  for  another  IP  address,  with  SSL  allowed.  

The  IP  address  is  used  to  determine  the  organization  and  both  Internet  Site  documents  apply  to  the  same  

organization.  The  first  Internet  Site  document  that  matches  the  server  and  the  organization  is used,  in  this  

case,  the  Internet  Site  document  that  does  not  allow  SSL.  

Modifications  to  Internet  Site  documents  (including  the  creation  of  new  Site  documents)  are  dynamic.  The  

server  or  protocol  does  not  need  to  be  restarted  after  you  create  a new  Site  document,  or  after  you  

modify  or  delete  an  existing  one.  Changes  generally  take  effect  minutes  after  the  change  is made.  The  

ability  to  dynamically  create,  modify,  or  delete  Internet  Site  documents  is especially  valuable  in  service  

provider  environments,  so  that  existing  hosted  organizations  are  not  interrupted  when  a new  hosted  

organization  is configured.  

Internet  Site  documents  are  created  in  the  Internet  Sites  view,  which  is used  to  help  manage  Internet  

protocol  configuration  information  by  listing  the  configured  Internet  Site  documents  for  each  organization  

in  the  domain.  

 CAUTION:  

If  you  use  an  Internet  site  document  to  configure  one  Internet  protocol  on  a server,  you  must  also  use  

Internet  site  documents  for  all  Internet  protocols  on  that  server.  For  example,  you  cannot  set  up an  

LDAP  Internet  Site  document  and,  on  the  same  server,  use  the  Server  document  to  configure  HTTP.  

While  most  protocol  settings  are  configured  in  Internet  Site  documents,  there  are  some  settings  that  need  

to  be  configured  in the  Server  document  to  support  Internet  protocol  configurations.  These  include  

settings  for:  

v   Enabling  and  configuring  the  TCP/IP  port.  

v   Enabling  and  configuring  the  SSL  port  (including  redirecting  TCP  to  SSL).  

v   Accessing  the  server  -- such  as  who  can  access  the  server  and  how.  

For  more  information  on  server  access  settings,  see  the  chapter  ″Controlling  Access  to  Domino  Servers.″  
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Setting up Internet Site documents on a Domino server 

Do  the  following  to  set  up  basic  Internet  Site  functionality  on  a Domino  server.  

1.   Create  Internet  Sites  document  for  the  Internet  protocols  you  want  to  use.  

2.   Set  up  security  for  each  Internet  Site  document.  

3.   Enable  Internet  Site  documents  on  the  server.  

For service providers only 

Internet  Site  documents  are  required  for  hosted  organizations.  These  documents  control  each  hosted  

organization’s  use  of  Internet  protocols.  A  hosted  organization  can  only  use  an  Internet  protocol  if the  

hosted  organization  has  an  Internet  site  document  for  that  protocol.  A  shared  IP  address  may  be  used  for  

all  hosted  organizations,  or  unique  IP  addresses  may  be  set  up  for  each  hosted  organization.  Internet  Site  

documents  link  IP  addresses  to  the  individual  hosted  organizations  for  each  Internet  protocol.  

When  registering  hosted  organizations,  you  have  the  option  to create  Internet  Site  documents  during  

hosted  organization  registration,  or  you  can  choose  to create  them  later.  

Service  providers  need  to  consider  the  following  when  using  Internet  Site  documents:  

v   Each  hosted  organization  has  one  Web Site  document  that  can  be  created  during  hosted  organization  

registration.  You must  create  this  initial  Web Site  document  to  activate  the  HTTP  protocol.  If you  have  

multiple  Web sites,  you  need  one  individual  Web Site  document  for  each  additional  Web site  for  each  

organization.  If  the  hosted  organization  supports  DOLS,  the  Web Site  document  must  contain  the  name  

of  the  DSAPI  filter  file  name.  For  more  information,  see  the  topic  To configure  DOLS  on  a server  that  

uses  Web Site  documents  in  this  chapter.  

v   You must  create  one  mail  protocol  Site  document  (IMAP,  POP3,  or  SMTP)  for  each  protocol  used  by  

each  organization.  

v   In a hosted  environment,  Domino  IIOP  (DIIOP)  can  use  the  information  in  the  IIOP  Internet  site  

document  to  define  the  scope  of  the  Domino  Directory  used  to  validate  users.  With  DIIOP,  you  can  use  

any  Java® code  running  on  any  server  on  the  network.  

v   If your  configuration  has  one  IP  address  that  is shared  by  multiple  hosted  organizations,  HTTP,  IMAP,  

LDAP,  POP3,  and  SMTP  are  the  available  protocols.  For  IMAP,  LDAP,  POP3,  and  SMTP  users,  the  

name  provided  during  authentication  must  be  the  user’s  Internet  e-mail  address,  so  that  the  server  

knows  the  organization  of  which  each  user  is  a member.  Anonymous  access  to  LDAP  is not  supported  

in  this  configuration.  

v   To enable  SSL  for  a hosted  organization,  you  must  enter  the  server  IP  address  in  the  field  ″Host  names  

or  addresses  mapped  to  this  site″ on  the  Basics  tab  of  the  Internet  Site  document.

Creating an Internet Site document 

You can  create  Internet  Site  documents  for  Web,  IMAP,  POP3,  LDAP,  SMTP  Inbound,  and  IIOP  Internet  

protocols.  You create  one  document  at  a time.  

To  create  an  Internet  Site  document:   

1.   From  the  Domino  Administrator,  click  Configuration  - Web - Internet  Sites.  

2.   Click  Add  Internet  Site,  and  select  the  type  of Internet  Site  document  to  create.  
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3.   Click  the  Basics  tab,  and  complete  these  fields:  

 Field  Action  

Descriptive  name  for this  site  (Optional)  Enter  a name  that  differentiates  this  site  from  all  others  that  you  

create.  This  name  appears  in the  Internet  Sites  view  in this  format:  the type  

of Internet  Site,  the  descriptive  name,  and  the  host  name  or address.  For  

example:  

Web Site:  MyWebSite  (www.acme.com)  

If you  do not  enter  a name,  the  default  name  is the  type  of Internet  Site  

document  with  the  host  name  or address  appended.  For example:  

POP3  Site:  (www.acme.com)  

For  hosted  environments  -- The  default  descriptive  name  is a combination  

of the  hosted  organization  name  with  the type  of site  document  appended.  

For  example,  a Domino  IIOP  site  with  a hosted  organization  name  of Acme  

would  Acme  IIOP  Site.  

Organization  (Required  for all Internet  Site  documents)  Enter  the  name  of the  registered  

organization  that  hosts  the  Internet  Site  document.  The  name  must  

correspond  to the  organization’s  certifier.  

Note:  For  Web Sites  set up  in a non-service  provider  configuration,  this  

name  can  be any  suitable  word  or phrase.  

Use  this  Web site  to handle  requests  

which  cannot  be  mapped  to any  

other  Web sites  

(Web  Site  documents  only)  Choose  one:  

v   Yes -- This  Web site  processes  incoming  HTTP  requests  if Domino  cannot  

locate  the  Web sites  that  were  entered  in the  ″Host  names  or addresses  

mapped  to this  site″  field.  

v   No (default)  -- This  Web site  does  not  process  incoming  HTTP  requests  for  

which  Domino  cannot  locate  a Web site.  

Host  names  or addresses  mapped  to 

this  site  

(Required  for all Internet  Site  documents)  Enter  the  target  host  names  or IP 

addresses  that  trigger  a connection’s  use  of this  Internet  Site  document.  

If the  site  is set  up for  SSL,  you  must  specify  IP addresses.  

For  hosted  environments  -- When  creating  Domino  IIOP  Site  documents,  the 

first  host  name  IP address  that  is on this  list  will  be used  to advertise  

DIIOP’s  service  creating  diiop_ior.txt.  Therefore,  it is recommended  that  each  

Domino  server  have  its own  Internet  Site  document.  

Domino  servers  that  host  this  site  (Required  for all Internet  Site  documents)  Enter  the  name  of one  or more  

Domino  servers  that  host  this  site.  You can  use  any  variation  of 

distinguished  name  (for  example,  Server1/Sales/Acme)  as  well  as wildcards  

(for  example,  */Acme).  

The  default  is (*), which  means  that  all  servers  in the  domain  can  host this  

site.  

If you  leave  the  field  blank,  the  Internet  Site  will  not  be loaded  on any  

Domino  server.
  

4.   For  all  Internet  Site  documents,  complete  the  settings  on  the  Security  tab.  

5.   Some  Internet  Sites  require  additional  configuration.  The  table  below  indicates  the  Internet  Site  

documents  that  require  additional  configuration,  and  the  locations  for  settings  in  those  documents  for  

enabling  additional  configuration  information  unique  to  those  protocols.  
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Document  Complete  

Web Site  v   Configuration  tab  

v   Domino  Web Engine  tab  

IMAP  Site  v   Public  Folder  tab  

IIOP  Site  v   Configuration  tab
  

6.   Save  and  close  the  document.

Setting up security for Internet Site documents 

To set  up  security  for  Internet  Site  documents,  you  can  enable  SSL  server  and  client  authentication,  

name-and-password  authentication,  or  anonymous  access  for  Internet  and  intranet  clients.  

In  order  to  enable  SSL  for  Internet  Sites,  you  must  configure  the  SSL  port  on  the  Server  document  and  set  

up  SSL  on  the  server  by  obtaining  a server  certificate  and  key  ring  from  an  Internet  certificate  authority.  

To set  up  SSL  authentication,  you  must  create  a server  key  ring  file  for  each  Internet  Site  document.  

However,  if the  Internet  site  documents  are  for  the  same  organization,  but  are  created  for  different  

protocols,  a single  server  key  ring  file  can  be  used.  Be  sure  to  enter  the  server  key  ring  file  name  in  the  

appropriate  field  on  the  Security  tab  of  each  site  document.  

If you  want  to  use  Certificate  Revocation  Lists  (CRL)  for  Internet  certificate  authentication,  the  server  

must  be  using  a Domino  server-based  certification  authority  for  issuing  Internet  certificates.  

To enable  SSL  for  a hosted  organization,  you  must  use  the  server  IP  address  in  the  field  ″Host  names  or  

addresses  mapped  to  this  site″ on  the  Basics  tab  of the  Internet  Site  document.  

Note:  For  Web sites,  the  common  name  on  the  server  key  ring  must  match  the  DNS  name  to which  the  

IP  address  in  the  Web Site  document  is  mapped.  The  IP address  must  be  stored  in the  field  ″Host  name  

or  addresses  to  map  to  this  site,″ which  is  located  on  the  Web Site  document.  If you  enable  Redirect  TCP  

to  SSL  in  a Web Site  document,  both  the  host  name  and  the  IP  address  must  be  stored  in this  field.  

You should  be  familiar  with  SSL  authentication,  name  and  password  authentication,  and  anonymous  

access  before  completing  these  steps.  

For  more  information  about  SSL  authentication,  see  the  chapter  ″Setting  Up  SSL  on  a Domino  Server.″ 

For  more  information  about  name-and-password  authentication  and  anonymous  access,  see  the  chapter  

″Setting  Up  Name-and-Password  Authentication  and  Anonymous  Access  on  a Domino  Server.″ 

To  set  up  security  for  Internet  Site  documents:  

Note:  In  Domino,  it  is  possible  to  effectively  prohibit  access  to  an  Internet  Site  by  selecting  ″no″  for  all  

authentication  options  in  an  Internet  Site  Document.  These  options  include  TCP  authentication,  SSL  

authentication,  and  TCP  anonymous  access.  

1.   From  the  Domino  Administrator,  click  Configuration  - Web - Internet  Sites.  

2.   Choose  the  Internet  Site  document  to  modify,  and  click  Edit  Document.  

3.   Click  Security,  and  complete  these  fields:  

 Field  Enter  

TCP  Authentication  
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Field  Enter  

Anonymous  (Applies  to all Internet  sites,  except  IMAP  and  POP3)  

Choose  one:  

v   Yes -- To allow  anonymous  access  to this  site  

v   No  -- To prohibit  anonymous  access  

Name  & password  Choose  one:  

v   Yes -- To require  a user  to authenticate  with  the user’s  name  and  Internet  

password  to access  the  site  

v   No  -- To not  require  name  and  password  authentication  

Redirect  TCP  to SSL  (Applies  to Web Site  only)  Choose  one:  

v   Yes -- To require  clients  and  servers  to use  the SSL  protocol  to access  the Web 

site  

v   No  -- To allow  clients  and  servers  to use  SSL  or TCP/IP  to access  the Web site 

SSL  Authentication  

Anonymous  (Applies  to all Internet  sites,  except  IMAP  and  POP3)  

Choose  one:  

v   Yes -- To allow  users  access  over  the  SSL  port  without  authenticating  with  a 

name  and  password  

v   No  -- To deny  users  anonymous  access  

Name  & password  Choose  one:  

v   Yes -- To require  a user  to authenticate  with  user  name  and  Internet  password  

in order  to  access  this  site  using  SSL  

v   No  --To  not  require  a name  and  password  

Client  certificate  (Applies  to Web Site,  IMAP,  POP3,  and  LDAP)  

Choose  one:  

v   Yes -- To require  a client  certificate  for access  to this  site  

v   No  -- To not  require  a client  certificate  

SSL  Options  

Key  file  name  Enter  the  name  of the  server  key  ring  file.  

Protocol  version  Choose  one:  

v   V2.0  only  -- Allows  only  SSL  2.0 connections.  

v   V3.0  handshake  -- Attempts  an SSL  3.0  connection.  If this  fails  and  the requester  

detects  SSL  2.0,  attempts  to connect  using  SSL  2.0.  

v   V3.0  only  -- Allows  only  SSL  3.0 connections.  

v   V3.0  with  V2.0  handshake  -- Attempts  an SSL  handshake,  which  displays  

relevant  error  messages.  Makes  an SSL  3.0  connection  if possible.  

v   Negotiated  (default)  -- Attempts  an SSL  3.0  connection.  If this  fails,  attempts  to 

use  SSL  2.0.  Use  this  setting  unless  you  are  having  connection  problems  caused  

by  incompatible  protocol  versions.  

Accept  SSL  site  certificates  Choose  one:  

v   Yes -- To accept  the  certificate  and  use  SSL  , even  if the  server  does  not  have  a 

certificate  in common  with  the  protocol  server  

v   No  (default)  -- To prohibit  the  acceptance  of SSL  site  certificates  for  access  

Accept  expired  SSL  certificates  Choose  one:  

v   Yes -- To allow  clients  access,  even  if the  client  certificate  is expired  

v   No  -- To prohibit  client  access  using  expired  SSL  certificates  
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Field  Enter  

Check  for  CRLs  Choose  one:  

v   Yes -- To check  the certifier’s  Certificate  Revocation  List  (CRL)  for the  user  

certificate  you  are  attempting  to validate.  If a valid  CRL  is found  and  the  user  

certificate  is on the  list,  the  user  certificate  is rejected.  

v   No  -- To not  use  Certificate  Revocation  Lists  

Trust  expired  CRLs  Choose  one:  

v   Yes -- To use  expired  but  otherwise  valid  Certificate  Revocation  Lists  when  

attempting  to validate  user  certificates  

v   No  -- To reject  expired  Certificate  Revocation  Lists  

Allow  CRL  search  to fail  Choose  one:  

v   Yes -- If the  attempt  to locate  a valid  Certificate  Revocation  List  fails,  proceed  as 

if ″Check  for  CRLs″ is set  to No.  

v   No  -- If a valid  Certificate  Revocation  List  for  the  user  certificate  is not  found,  

reject  the  certificate.  If ″Trust  expired  CRLs″ is set  to Yes,  an expired  CRL  is 

valid.  If ″Trust  expired  CRLs″ is set to  No,  the  authentication  will  fail for every  

user  certificate  for which  a matching  valid  CRL  is not  located.  

SSL  Security  

SSL  ciphers  Click  Modify  to change  the  SSL  cipher  settings  for this  site  document.  These  

settings  apply  only  to SSL  v3.  SSL  v2 ciphers  cannot  be changed.  

Enable  SSL  V2  Choose  Yes to enable  SSL  v2 for this  site  document.
  

4.   Save  the  document.

Enabling Internet Sites on a server 

If you  enable  the  use  of  Internet  Sites  on  a Domino  server,  the  server  obtains  Internet  protocol  

configuration  information  from  site  documents.  Comparable  configuration  settings  in  the  Server  

document  are  not  used.  

If the  use  of  Internet  Sites  is  not  enabled,  comparable  Server  document  settings  are  used  to  obtain  

protocol  configuration  information.  

You can  only  use  the  Internet  Sites  view  for  Domino  servers.  Servers  running  Domino  5.0x  or  earlier  do  

not  have  the  option  for  enabling  the  Internet  Sites  view.  

Note:  Each  time  you  start  or  restart  HTTP,  a console  message  indicates  whether  the  HTTP  task  is using  

Internet  Sites  or  the  Server  document  (Web  Server  Configurations  view)  to  obtain  Internet  protocol  

configuration  information.

To  enable  Internet  Sites  on  a server:   

1.   Open  the  Server  document  you  want  to  edit,  and  click  Edit  Server.  

2.   Click  the  Basics  tab.  

3.   In  the  Basics  section,  enable  ″Loads  Internet  configurations  from  Server/Internet  Sites  documents.″ 

4.   Save  the  document.  

5.   Restart  the  server.

Note:  The  HTTP  task  is backward-compatible  with  the  Web Server  Configurations  view.  

Starting and shutting down the Domino server 

Start  the  Domino  server  so  users  can  access  shared  databases  and  obtain  other  server  services.  Do  not  

enter  keystrokes  or  click  the  mouse  while  the  Domino  server  is starting  or  shutting  down.  
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Note:  If the  server  program  is  running,  do  not  use  CTRL+S  to  stop  scrolling  the  console,  because  no  

server  services  take  place  until  you  press  a key  to  continue.  

To  start the server 

 Operating  system  Action  

Windows  2000/2003  Choose  Start  - Programs  - Lotus  Applications  - Lotus  Domino  Server.  

UNIX  Enter  the path  for the  Domino  program  directory.  For  example,  if 

you  installed  Domino  in the  /opt  directory,  enter:  

/opt/ibm/lotus/bin/server
  

To  shut down the server 

Enter  either  exit  or  quit  at  the  console.  It  may  take  ten  seconds  or  more  for  the  server  to  shut  down.  

Starting Domino as an application or a Windows  service 

If you  have  installed  Domino  as  a Windows  service,  when  you  start  the  Domino  7 server,  a dialog  box  

appears  prompting  you  to  specify  whether  to start  Domino  as an  application  or  a Windows  service.  

1.   On  the  Lotus  Domino  Server  dialog  box,  choose  one:  

v   Start  Domino  as  a Windows  service  -- Starts  the  Domino  server  as a Windows  service.  Domino  then  

runs  like  any  Windows  service.  

–   If you  choose  this  option  without  selecting  either  of  the  check  boxes,  the  next  time  you  start  

Domino,  this  message  displays  ″Lotus  Domino  is installed  as a Windows  service.″ The  dialog  

box  does  not  display  again.  

–   If you  choose  this  option  and  you  select  the  ″Always  start  Domino  as a service  at system  

startup,″  Domino  always  starts  as  a Windows  service  and  this  dialog  box  no  longer  appears  at  

start  up.  

The  ″Don’t  ask  me  again″ check  box  does  not  apply  to  the  ″Start  Domino  as a Windows  service″  

due  to  the  way  that  Windows  services  work.
v    Start  Domino  as  a regular  application  --  Starts  the  Domino  server  as any  application  would  be  

started.  This  is the  traditional  method  for  starting  and  running  the  Domino  server.  

–   If you  choose  this  option  without  selecting  either  of  the  check  boxes  on  the  dialog  box,  the  next  

time  Domino  starts,  you  are  prompted  with  this  dialog  box  again.  

–   If you  choose  this  option  and  you  select  the  ″Don’t  ask  me  again″ check  box,  you  are  not  

prompted  with  this  dialog  box  again  and  Domino  always  starts  as  an  application.  

–   If you  choose  this  option  and  select  the  check  box  ″Always  start  Domino  as  a service  at system  

startup″  Domino  runs  as an  application  during  the  current  session.  The  next  time  you  start  the  

server,  Domino  runs  as  a Windows  service.
2.   Optionally,  you  can  also  choose  neither  of the  following,  one  of  the  following,  or  both:  

v   Always  start  Domino  as a service  at  system  startup  -- Select  this  check  box  if you  want  Domino  to  

always  start  as  a Windows  service.  Once  you  select  this  option  and  click  OK,  you  can  not  change  

your  selection  using  this  dialog  box.  

v   Don’t  ask  me  again  --  Select  this  check  box  if you  do  not  want  to be  prompted  again  when  the  

Domino  server  starts.  After  you  select  this  check  box  and  click  OK,  you  will  not  be  able  to reset  

your  selections  using  this  dialog  box.
3.   Click  OK.  

When  run as  a Windows  service,  Domino  runs  as  any  other  Windows  services  runs.  Some  of the  benefits  

associated  with  running  Domino  as  a Windows  service  are  listed  below.  

v   If  you  select  ″Automatic″ for  starting  services,  Windows  services  are  started  when  the  system  starts.  

 

Chapter  3. Installing  and Setting Up Domino Servers  95



v   Windows  services  can  be  controlled  via  the  Windows  service  manager.  The  Windows  service  manager  

can  be  used  remotely.  

v   Services  continue  to  run even  when  you  log  off  the  system.

Using instant messaging in the Domino Directory 

The  Domino  Directory  is  now  enabled  for  instant  messaging,  meaning  that  you  can  conduct  an  online  

chat  directly  from  the  Domino  Directory.  The  instant  messaging  Chat  feature  is available  only  if you  have  

a Sametime  server,  and  only  for  Windows  versions  of IBM  Lotus  Domino/Notes.  

Chats  are  interactive,  real-time  text  conversations.  

From  the  People  document,  Group  document,  and  from  the  Domino  Directory  itself  there  is a Chat  

option  in  the  menu  bar.  You can  perform  these  instant  messaging  activities:  

v   Click  Chat  and  you  can  choose  from  the  following  options:  

v   Chat  with  --  Open  a chat  with  the  person  whose  name  is  currently  selected  in  the  open  document  or  

directory.  

v   Add  to  Instant  Contact  List  --  Add  the  selected  person’s  name  to  an  instant  messaging  contact  list  that  

you  choose.  

v   Show/Hide  Contact  List  --  Toggles  between  displaying  the  names  in  the  contact  list  and  hiding  the  list.

The Domino Administrator 

The  Domino  Administrator  is  the  administration  client  for  Notes  and  Domino.  You can  use  the  Domino  

Administrator  to  perform  most  administration  tasks.  You can  administer  the  Domino  system  using  the  

local  Domino  Administrator  or  using  the  Web Administrator.  

Information  about  the  Domino  Administrator  in  this  section  includes:  

v   Domino  Administrator  installation  

v   Setting  up  and  starting  the  Domino  Administrator  

v   Selecting  a server  to  administer  in the  Domino  Administrator  

v   Setting  Domino  Administrator  preferences  

v   Navigating  Domino  Administrator  

v   How  administrative  tasks  are  organized  on  the  Domino  Administrator  tabs

Note:  The  Domino  Administrator  client  also  offers  Domino  domain  monitoring  (DDM)  which  you  can  

use  to  view  the  overall  status  of  multiple  servers  across  one  or  more  domains,  and  then  use  the  

information  provided  by  DDM  to  quickly  resolve  problems.  

For  more  information  about  Domino  domain  monitoring,  see  the  chapter  ″Domino  Domain  Monitoring.″ 

Installing the Domino Administrator 

When  you  install  and  set  up  a Domino  server,  the  Server  Setup  program  does  not  install  the  Domino  

Administrator,  which  is  the  administration  client.  You must  run the  Domino  Administrator  client  setup  to 

install  the  Domino  Administrator  client.  There  are  many  ways  to  set  up  your  Administrator  client  

installation.  

Do  not  install  the  Domino  Administrator  on  the  same  system  on  which  you  installed  the  Domino  server.  

Doing  so  compromises  Domino’s  security  and  impairs  server  performance.  

For  more  information  on  installing  the  Domino  clients,  including  the  Domino  Administrator,  see  the  

chapter,  ″Setting  Up  and  Managing  Notes  Users.″ 
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Setting up the Domino Administrator 

1.   Make  sure  the  Domino  server  is running.  

2.   Start  the  Domino  Administrator.  

3.   The  first  time  you  start  the  Domino  Administrator,  a setup  wizard  starts.  After  you  answer  the  

questions  displayed  by  the  setup  wizard,  the  Domino  Administrator  client  opens  automatically.

Starting the Domino Administrator 

There  are  several  ways  to  start  Domino  Administrator.  

1.   Make  sure  the  Domino  server  is running.  

2.   Do  one:  

v   From  the  Windows® control  panel,  click  Start  - Programs  - Lotus  Applications  - Lotus  Domino  

Administrator.  

v   Click  the  Domino  Administrator  icon  on  the  desktop.  

v   From  the  Notes  client,  click  the  Domino  Administrator  bookmark  button  or  choose  File  - Tools  - 

Server  Administration.

Navigating Domino Administrator 

The  user  interface  for  the  Domino  Administrator  is divided  into  four  panes.  Clicking  in  one  pane  

dynamically  updates  information  in  other  panes.  The  following  figure  shows  the  user  interface  for  the  

Domino  Administrator.  

Server pane 

The  server  pane  displays  the  servers  in  the  domain,  grouped  in different  views.  For  example,  you  can  

view  all  servers  in the  domain  or  view  them  by  clusters  or  networks.  To ″pin″ the  server  pane  open,  click  

the  pin  icon  at  the  top  of  the  server  pane.  

Task  pane 

The  tasks  pane  provides  a logical  grouping  of administration  tasks  organized  by  tabs.  Each  tab  includes  

all  the  tasks  associated  with  a specific  area  of administration.  For  example,  to  manage  the  files  located  on  

a particular  server,  select  a server  and  click  the  Files  tab.  

Results pane 

The  appearance  of  the  results  pane  changes,  based  on  the  task  you  are  performing.  For  example,  the  

results  pane  may  display  a list  of  files,  as on  the  Files  tab,  or an  active  display  of real-time  processes  and  

statistics,  as  on  the  Server  - Monitoring  tab.  

Tools  pane 

The  tools  pane  provides  additional  functions  associated  with  a selected  tab.  For  example,  from  the  Files  

tab  you  can  check  disk  space  and  perform  tasks  associated  with  files.  

Window  tabs 

Use  window  tabs  to  switch  from  one  open  window  to another  in  the  Domino  Administrator.  Every  time  

you  open  a database  or  a document,  a new  window  tab  appears  beneath  the  main  menu  bar.  

Domains 

You can  access  the  servers  in  each  domain  that  you  administer.  Click  a domain  to open  the  server  pane.  
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Bookmark bar 

The  Bookmark  bar  organizes  bookmarks.  Each  icon  on  the  Bookmark  bar  (running  down  the  left  edge  of  

the  Domino  Administrator  window)  opens  a bookmark  or  a list  of  bookmarks,  which  can  include  Web 

browser  bookmarks.  

Selecting a server to administer in the Domino Administrator 

To administer  a server,  you  select  the  server  from  a server  list.  You can  have  multiple  server  lists,  each  of  

which  is represented  by  a button.  After  you  select  a server,  information  about  that  server  appears  in  all 

the  tabs.  

 Button  Description  

Favorites  Lists  your  ″favorite″ servers  -- that  is, those  you administer  most  frequently.  To add  a 

server  to Favorites,  choose  Administration  - Add  Server  to Favorites,  and  then  specify  the 

name  of the  server  to  add.  

Domain  Lists  all servers  in a domain.  You can  also  view  servers  by  hierarchy  or by  network.
  

For  more  information  on  adding  domains,  see  the  topic  ″Setting  Basics  Preferences,″ later  in  this  chapter.  

To  update a server list 

The  first  time  you  start  the  Domino  Administrator,  the  system  automatically  creates  a server  list,  based  on  

the  domains  listed  in  Administration  Preferences.  If you  add  new  servers  to  the  list,  choose  

Administration  - Refresh  Server  List.  

Setting Domino Administration preferences 

To customize  the  Domino  Administrator  work  environment,  set  any  of these  administration  preferences.  

 Preference  Description  

Basics  v   Select  domains  to administer  

v   Add,  edit,  or delete  domains  

v   Set  domain  location  setting  

v   Select  domain  directory  server  

v   Specify  Domino  Administrator  startup  settings  

v   Show  Administrator  Welcome  Page  

v   Refresh  Server  Bookmarks  on Startup  

Files  v   Customize  which  columns  appear  on the  Files  tab  

v   Change  the  order  in  which  columns  appear  

v   Limit  the  types  of files  that  the  Domino  Administrator  retrieves  

Monitoring  v   Configure  global  settings  used  to monitor  the server  

v   Enable  server  health  statistics  and  reports  

Registration  v   Select  global  settings  to use  to register  users,  servers,  and  certifiers  

Statistics  v   Select  global  settings  for statistic  reporting  and  charting  

v   Enable  statistic  alarms  while  monitoring  statistics
  

Setting Basics preferences 

To manage  Domino  domains,  set  Basics  preferences.  

1.   From  the  Domino  Administrator,  choose  File  - Preferences  - Administration  Preferences.  
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2.   In  the  Basics  section,  under  ″Manage  these  Domino  Domains″ do  one:  

v   Click  New  to  add  a domain,  and  then  continue  with  Step  3.  

v   Click  Edit  to  edit  an  existing  domain,  and  then  continue  with  Step  3.  

v   Click  Delete  to  delete  an  existing  domain
3.   Complete  these  fields:  

 Field  Action  

Domain  name  Enter  the  name  of the  domain  to add,  or edit  an existing  

name.  

Domino  directory  servers  for  this  domain  Enter  one  or more  directory  servers,  separated  by  

commas,  or edit  the list.  For  example:  

Mail-E/East/Acme  Mail-W/West/Acme  

What  location  settings  do  you  want  to use  for  this  

domain?  

Choose  one:  

v   Do  not change  location  

v   Change  to this  location.  Specify  the  location  from  

which  you  want  to manage  this  domain.
  

4.   Under  Domino  Administrator  Startup  Settings,  complete  these  fields:  

 Field  Action  

On  startup  Do  one:  

v   Choose  ″Don’t  connect  to any  server″ 

v   Choose  ″Connect  to last  used  server″ 

v   Choose  ″Connect  to specific  server″ and  then  specify  

the  startup  domain  and  startup  server.  

Show  Administrator  Welcome  Page  Do  one:  

v   Check  this  box  to see the  Welcome  page  each  time  you  

start  the  Domino  Administrator.  

v   Uncheck  this  box  if you  do not  want  to see  the 

Welcome  page.  

Refresh  Server  Bookmarks  on  Startup  Do  one:  

v   Check  this  box  to update  the  server’s  bookmarks  each  

time  you  start  the Domino  Administrator.  If you  are  

using  Domino  and  DB2,  you  check  this  box  because  

server  bookmarks  must  be  up-to-date  to allow  all  of the  

Domino  and  DB2  features  to work  correctly.  

v   Uncheck  this  box  if you  do not  want  to refresh  the  

server’s  bookmarks  each  time  you start  the  Domino  

Administrator.
  

5.   Click  OK,  or  click  Files  to  continue  setting  Administration  Preferences.

Setting Files preferences 

Setting  Files  preferences,  you  can  customize  which  columns  appear  on  the  Files  tab,  change  the  order  in 

which  columns  display,  and  limit  the  types  files  the  Domino  Administrator  retrieves.  

By  default,  the  Files  tab  displays  columns  in  this  order:  

v   Title  

v   File  Name  

v   Physical  Path  
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v   Files  Format  

v   Size  

v   Max  Size  

v   Quota  

v   Warning  

v   Created  

v   Last  Fixup  

v   Is  Logged  

v   Template

To set Files preferences 

1.   From  the  Domino  Administrator,  choose  File  - Preferences  - Administration  Preferences.  

2.   Click  the  Files  section.  

3.   Do  one:  

v   To add  a column,  select  a column  from  the  Available  Columns  list  and  click  the  right  arrow  to  add  

it  to  the  ″Use  these  Columns″ list.  

v   To remove  a column,  select  a column  from  the  ″Use  these  Columns″ list  and  click  the  left  arrow  to  

remove  it  from  the  list.
4.   Click  the  up  or  down  arrows  to  change  the  order  of  the  columns  in  the  ″Use  these  Columns″ list.  

5.   Check  ″Retrieve  only  (NSF,  NTF,  BOX)  Domino  file  types  (faster)″ to  limit  the  types  of  files  retrieved.  

Uncheck  this  box  to  retrieve  all  file  types.  

6.   Click  OK  or  click  Monitoring  to  continue  setting  Administration  Preferences.  

For  more  information  on  setting  Files  preferences  in  the  Web Administrator,  see  the  topic  ″Setting  Files  

Preferences  for  the  Web Administrator″ later  in this  chapter.  

Setting Monitoring preferences 

You can  use  the  default  Monitoring  preferences  or  customize  them.  

1.   Choose  File  - Preferences  - Administration  Preferences.  

2.   Click  Monitoring,  and  then  complete  the  Global  settings  for  Monitoring:  

 Field  Action  

Do  not  keep  more  than  <n>  MB  of monitoring  data  in 

memory  (4 - 99MB)  

Enter  the  maximum  amount  of virtual  memory,  in MB,  

used  to store  monitoring  data.  Default  is 4.  

Not  responding  status  displayed  after  <n>  minutes  of 

inactivity  

Enter  the  amount  of time  after  which  the  ″not  

responding″  status  displays.  The  default  is 10  minutes.  

Generate  server  health  statistics  and  reporting  Select  this  option  to include  health  statistics  in charts  and  

reports.  

Note:  You must  enable  this  option  to use  the  Server  

Health  Monitor.
  

3.   In  the  Location  section,  complete  these  fields:  

 Field  Action  

When  using  this  location  Choose  the  Location  document.  
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Field  Action  

Monitor  servers  Do  one:  

v   Choose  ″From  this  computer″ to monitor  servers  from  

the local  Domino  administration  client.  

v   Choose  ″From  server″ and  then  click  Collection  Server.  

Select  the Domino  server  running  the  Collector  task  

for the  servers  being  monitored  by the  location  you  

selected.  

Poll  server  every  <n>  minutes  (1-60  minutes)  Enter  the  server’s  polling  interval,  in minutes.  

v   If ″From  this  computer″ is  selected,  the  default  is 1 

minute.  

v   If ″From  server″ is selected,  the default  is 5 minutes.  

Automatically  monitor  servers  at startup  Select  this  option  to start  the  Domino  Server  Monitor  

when  you  start  the  Domino  Administrator.
  

Setting Registration preferences 

Within  the  Domino  Administrator,  you  can  set  default  registration  preferences  that  apply  whenever  you  

register  new  certifiers,  servers,  and  users.  

1.   From  the  Domino  Administrator,  choose  File  - Preferences  - Administration  Preferences.  

2.   Click  Registration.  

3.   Complete  any  of  these  fields:  

 Field  Action  

Registration  Domain  Select  a domain  from  the  list.  The  registration  domain  is the  domain  into  which  users  

and  servers  are  registered.  

Create  Notes  IDs  for  new  

users  

Click  to create  a Notes  ID  for each  new  user  during  the  registration  process.  

Certifier  name  list  Choose  a certifier  ID  to use  when  creating  the user  name  during  user  registration  when  

a Notes  user  ID is not  being  created  for  the  user.  

This  field  appears  if the  check  box  ″Create  a Notes  ID  for  this  person″ is not  selected.  

If you  are  working  in a hosted  environment  and  are  registering  a user  to a hosted  

organization,  be sure  to register  that  user  with  a certifier  created  for that  hosted  

organization.  

Certifier  ID Do  one:  

v   Choose  ″Certifier  ID″ to use  the  certifier  ID  and  password.  Then  click  Certifier  ID,  

select  the  certifier  ID file,  and  click  OK to select  the  certifier  ID used  to register  new  

certifiers,  servers,  and  users.  

v   Choose  ″Use  CA  Process″ to use  the Domino  server-based  certification  authority.  

Registration  Server  Click  Registration  Server  to change  the  registration  server,  which  is the  server  that  

initially  stores  the  Person  document  until  the  Domino  Directory  replicates.  Select  the 

server  that  registers  all new  users,  and  then  click  OK.  If you  do not  explicitly  define  a 

registration  server,  it is, by default:  

v   The  local  server  if it contains  a Domino  Directory  

v   The  server  specified  in NewUserServer  setting  in the  NOTES.INI  file  

v   The  administration  server  

Explicit  policy  If you  already  created  explicit  policies,  select  the  policy  from  the list. If you  have  not  

created  explicit  policies,  this  field  displays  ″None  Available.″ 

User  Setup  Profile  Select  a profile.  The  default  is none.  You can  assign  either  a policy  or a user  setup  

profile,  but  you  cannot  assign  both  to the  same  users.  
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Field  Action  

Mail  Options  Click  Mail  Options  to display  the  Mail  Registration  Options  dialog  box.  

Choose  one  of the  following  and  complete  any  required  associated  fields:  

v   Lotus  Notes  (default)  -- The  Internet  address  is automatically  generated.  

v   Other  Internet  -- The  Internet  password  is set by  default  during  registration.  Enter  a 

forwarding  e-mail  address.  

v   POP  -- The  Internet  address  is automatically  generated  during  registration,  and  the  

Internet  password  is set by  default  during  registration.  

v   IMAP  -- The  Internet  address  is automatically  generated  during  registration,  and  the  

Internet  password  is set by  default  during  registration.  

v   Other  -- Enter  a forwarding  e-mail  address.  

v   None

Note:  If you  select  Other  or Other  Internet,  you  will  need  to enter  a forwarding  address  

for  the  user  during  user  registration.  The  forwarding  address  is the  e-mail  address  to 

which  the  user  wants  their  mail  sent.  

User  ID/Password  

Options  

Click  User  ID/Password  Options  Settings  to open  the  Person  ID File  Settings  dialog  

box.  Do  any  of these:  

v   Person  ID folder  -- Choose  a folder  or enter  a directory  path  in  which  to store  the  ID 

files  generated  for this  user  during  registration.  

v   Person  password  quality  -- Set a new  password  quality  for  the  ID files  that  are  

generated  for  this  user  during  registration.  The  default  for a user  ID  is 8. 

Advanced  Options  Click  Advanced  Options  to open  the Advanced  Person  Registration  Options  dialog  box  

on  which  you  can  specify  the  following:  

v   Whether  to keep  registered  users  in the registration  queue  

v   Whether  to attempt  to register  users  with  an error  status  from  a previous  registration  

attempt  

v   Whether  to prompt  for  duplicate  files  

v   Whether  to search  all  directories  for duplicate  names  

v   Other  registration  settings  

Server/Certifier  

Registration  

Click  to open  the  Server  Certifier  ID File  Settings  dialog  box  on  which  you  can  define  

the  directories  in which  to store  certifier  IDs  and  server  IDs  and  specify  the default  

password  quality  setting  for each.
  

4.   Click  OK.  

For  more  information  on  explicit  policies,  see  the  chapter  ″Using  Policies.″  For  more  information  on  

Advanced  Options,  see  Domino  Administrator  7 Help.  

Setting Statistics preferences 

You set  statistics  preferences  to  enable  statistics  reporting  and  statistics  charting.  The  Statistics  section  in 

Administration  preferences  is  also  where  you  specify  the  polling  and  reporting  time  interval  used  for  

gathering  and  reporting  statistics.  

You also  enable  statistic  alarms  for  use  with  statistic  event  generators.  If  you  create  statistics  event  

generators  to  report  alarms,  you  must  enable  statistics  alarms.  

To set statistics preferences 

1.   From  the  Domino  Administrator,  choose  File  - Preferences  - Administration  Preferences.  

2.   Click  Statistics.  
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3.   Complete  these  fields:  

 Field  Action  

Generate  statistic  reports  while  monitoring  or charting  

statistics  

Do  one:  

v   Enable  the  field  and  then  specify,  in minutes,  how  

often  to create  statistics  reports  in the Monitoring  

Results  database  (STATREP.NSF).  Default  is 45 

minutes.  The  value  must  be greater  than  the  

monitoring  poll  interval  specified  in the Monitoring  

preferences.  

v   Disable  the field  if you  do not  want  to create  statistics  

reports  or charts.  

Check  statistic  alarms  while  monitoring  or charting  

statistics  

Do  one:  

v   Enable  the  field  to report  an alarm  when  a statistic  

exceeds  a threshold.  You must  enable  this  field  to 

generate  a statistic  events.  Alarms  are  reported  to the 

Monitoring  Results  database  (STATREP.NSF).  

v   Disable  the field  if you  do not  want  to generate  

alarms.  

Chart  statistic  using  same  poll  interval  as monitoring  Do  one:  

v   Enable  the  field  to use  the  poll  interval  specified  in the 

Monitoring  preferences.  

v   Disable  the field  to set  a charting  interval  that  is 

different  than  the  poll  interval.  Then  specify  a time  

interval  in which  to chart  statistics.  The  default  is 20 

seconds.
  

4.   Click  OK.

Tools  and preferences for debugging in the Domino Administrator 

The  Domino  Administrator  client  offers  several  tools  and  one  set  of  preferences  for  debugging  errors.  

From  the  Domino  Administrator,  choose  Files  - Tools  and  then  choose  one  of  these:  

v   Debug  LotusScript  -- Enables  LotusScript  debugging.  When  a check  mark  appears  to the  left  of  the  

Debug  LotusScript  option,  LotusScript  debugging  is enabled.  For  more  information  about  LotusScript  

debugging,  see  the  Domino  Designer  documentation,  topic  Using  the  LotusScript  Debugger.  

v   Remote  LotusScript  Debugger  --  Opens  the  Domino  Debugger.  The  remote  debugger  allows  debugging  

of LotusScript  agents  running  on  remote  servers.  For  more  information  about  remote  debugging,  see  

the  Domino  Designer  documentation,  topic  Using  the  Remote  Debugger.  

v   Show  Java  Debug  Console  --  Opens  the  Java  Debug  Console  window.  For  information  about  the  Java  

Debug  Console,  see  the  Domino  Designer  documentation,  topics  Writing  Java  in an  agent,  Running  a 

Java  program,  and  other  related  topics.  

v   Java  Debugging  Preferences  --  Opens  the  Java  Debugging  Preferences  dialog  box.  For  information,  see  

the  topic  Enabling  Java  Debugging.

Enabling Java Debugging 

The  Domino  Administrator  supports  Java  debugging  in  the  following  contexts.  Each  context  has  its  own  

JVM.  Only  one  user  can  debug  at  a time  in  each  context.  

v   Foreground  --  Java  code  that  runs  in  the  Domino  Administrator  client  interactively,  for  example,  an  

agent  triggered  from  the  Actions  menu.  

v   Background  -- Java  code  that  runs  in  the  Domino  Administrator  client  under  control  of  the  task  loader,  

for  example,  a locally  scheduled  agent.  
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v   Web preview  --  Java  code  being  previewed  in  a browser  through  Domino  Designer,  for  example,  an  

applet  on  a form.  

Java  code  from  a script  library  runs  in  the  context  of the  calling  code.  

To enable and disable Java debugging on the Domino Administrator 

Java  debugging  is disabled  by  default.  

1.   From  the  Domino  Administrator,  choose  Files  - Tools  - Java  Debugging  Preferences.  The  Java  

Debugging  Preferences  dialog  box  appears.  

2.   Do  one  or  more  of  these:  

v   To enable  foreground  debugging,  click  Client  Agents/Applets,  and  then  specify  a port  number  to 

connect  the  Notes  and  debugger  computers.  Deselect  to  disable.  

v   To enable  background  debugging,  click  Locally  Scheduled  Agents,  and  then  specify  a port  number  

to  connect  the  Notes  and  debugger  computers.  Deselect  to disable.  

v   To enable  Web preview  debugging,  click  HTTP  Preview,  and  then  specify  a port  number  to connect  

the  Domino  Administrator  client  and  debugger  computers.  Deselect  to  disable.

Note:  Specifying  a port  number  may  require  several  attempts  before  you  locate  a free  port.

If  you  change  the  foreground  or  background  preference,  the  Domino  Administrator  must  be  restarted.  If 

you  change  the  Web preview  preference,  the  preview  must  be  restarted.  

Domino Administrator tabs 

General  administration  tasks  are  organized  by  the  tabs  described  in  the  following  table.  Click  a tab  to 

display  its  contents,  or  use  the  Administration  menu  to  navigate  among  the  tabs.  For  example,  to  move  

from  the  Files  tab  to  the  Replication  tab,  choose  Administration  - Replication.  

 Tab Use  to  administer  

People  & Groups  People-related  Domino  Directory  items  -- such  as,  Person  documents,  groups,  mail-in  

databases,  and  policies  

Files  Databases,  templates,  database  links,  and  all other  files  in the  server’s  data  directory  

The  Server  tabs  Current  server  activity  and  tasks.  This  tab  has  five  sub-tabs:  Status,  Analysis,  

Monitoring,  Statistics,  and  Performance.  

Messaging  Mail-related  information.  This  tab  has  two  sub-tabs:  Mail  and  Tracking  Center.  

Replication  Replication  schedule,  topology,  and  events  

Configuration  All  server  configuration  documents  -- such  as,  the  Server,  Messaging  Settings,  

Configuration  Settings,  and  Server  Connections  documents.
  

People and Groups tab in the Domino Administrator 

From  the  People  and  Groups  tab,  you  perform  these  tasks  to  manage  the  Domino  Directory:  

v   Register  new  users  and  groups  

v   Manage  existing  users,  groups,  mail-in  databases,  and  other  resources  

v   Assign  policies  to  users  and  groups  

v   Assign  roaming  options  and  Internet  settings  to  users

Files tab in the Domino Administrator 

From  the  Files  tab,  you  perform  these  tasks  to manage  database  folders  and  links:  

v   Access  a folder  and  one  or  more  files  inside  the  folder  

v   Select  the  type  of  files  to  display  -- for  example,  display  only  databases  or  only  templates  
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v   Move  or  copy  a database  by  dragging  it onto  a Domino  server  on  the  bookmark  bar  

v   Manage  databases  --  for  example,  compact  databases  and  manage  ACLs  

v   View  disk  size  and  free  space  on  the  C drive

Server tabs in the Domino Administrator 

There  are  five  Server  tabs:  Status,  Analysis,  Monitoring,  Statistics,  and  Performance.  

Status 

From  the  Status  tab,  you  can:  

v   See  which  server  tasks  are  running,  stop  or  restart  them,  or  start  new  tasks  

v   See  who  is connected  to  the  server,  including  Notes  users,  browser  and  e-mail  clients  

v   See  which  Notes  databases  are  currently  in  use  

v   Access  the  live  remote  console  of  the  server  

v   Monitor  the  schedule  of  programs,  agents,  mail  routing  and  replication

Analysis 

From  the  Analysis  tab,  you  can:  

v   View,  search,  and  analyze  the  log  file  (LOG.NSF)  

v   Access  the  database  catalog  on  the  server  

v   Access  the  Monitoring  Results  database  (STATREP.NSF)  

v   Manage  Administration  Process  requests

Monitoring 

From  the  Monitoring  tab,  you  can:  

v   Check  the  status  of  Domino  servers  

v   Check  server  availability  and  sort  servers  by  state  or  timeline  

v   View  the  current  status  of tasks  running  on  each  server  and  view  selected  statistics  

v   Monitor  server  health  status  and  access  server  health  reports

Statistics 

From  the  Statistics  tab,  you  can  see  the  real-time  statistics  for  the  current  status  of  the  Domino  system.  

Performance 

From  the  Performance  tab,  you  can:  

v   View  statistic  charts  for  server  performance  in  real  time  

v   Chart  historical  server  performance  over  a selected  period  of  time  

v   Manage  server  activity  trends  

v   Perform  resource  load-balancing  among  servers

Messaging tabs in the Domino Administrator 

There  are  two  messaging  tabs.  

Mail 

From  the  Mail  tab,  you  can:  

v   Manage  the  mailboxes  on  the  server  

v   Check  mail  

v   Manage  shared  mail  

v   Monitor  the  log  file  for  routing-related  events  

v   Run  reports  on  messaging  use
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Tracking Center 

From  the  Tracking  Center  tab,  you  can  issue  tracking  requests  to track  messages.  You must  enable  the  

Tracking  Center  tab  in  the  Web Administrator.  

For  more  information  on  enabling  the  Tracking  Center  for  the  Web Administration,  see  the  topic  

″Message-tracking  in  the  Web Administrator″ later  in  this  chapter.  

Replication tab in the Domino Administrator 

From  the  Replication  tab,  you  can:  

v   View  the  server  replication  schedule  

v   Check  the  log  file  for  replication  events  

v   View  replication  topology  maps  related  to  the  server

Configuration tab in the Domino Administrator 

From  the  Configuration  tab,  you  can  configure  all  server  options,  settings,  and  configurations  for  various  

subsystem  including:  

v   Security  

v   Monitoring  

v   Messaging  

v   Policies  

v   Replication  

v   Directory  services  

v   Off-line  services

Domino Administrator tools 

Most  tabs  on  the  Domino  Administrator  include  a set  of tools  that  change  based  on  the  selected  tab.  For  

example,  the  People  and  Groups  tab  includes  two  tools:  one  for  managing  people  and  one  for  managing  

groups.  

To hide  or  show  the  Tools  panel,  click  the  triangle.  To choose  a specific  tool,  click  the  triangle  to expand  

or  collapse  the  tools  options.  Hiding  tools  on  one  tab  does  not  hide  tools  on  other  tabs.  

You can  also  access  tools  using:  

v   Right  click  -- Select  an  object  that  has  an  associated  tool  and  right  click.  For  example,  on  the  People  &  

Groups  tab,  right-click  a Person  document  to access  the  People  tools.  

v   Menus  --  For  each  tab  that  has  tools,  the  appropriate  tools  menu  appears  in  the  menu  bar.  For  example,  

when  you  click  the  Files  tab,  the  Files  menu  appears.  

The  following  table  describes  the  tools  that  are  on  each  tab.  

 Tab Tools  

People  & Groups  v   People  

v   Groups  

Files  v   Disk  Space  

v   Folder  

v   Database  
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Tab Tools  

Server  - Status  v   Task  

v   User  

v   Ports  

v   Server  

Server  - Analysis  v   Analyze  

Messaging  v   Messaging  

Configuration  v   Certification  

v   Registration  

v   Policies  

v   Hosted  Org  

v   Server  

v   Miscellaneous
  

Web Administrator 

If you  have  a browser  and  want  to  manage  and  view  settings  for  a Domino  server,  you  can  use  the  Web 

Administrator  to  perform  most  of  the  tasks  that  are  available  through  the  Domino  Administrator.  This  

section  includes  the  following  information  about  the  Domino  Web Administrator:  

v   Setting  up  the  Web Administrator  

v   Setting  up  access  to  the  Web Administrator  database  (WEBADMIN.NSF)  

v   Giving  additional  administrators  access  to  the  Web Administrator  and  assigning  roles  

v   Starting  the  Web Administrator  

v   Using  the  Web Administrator

Setting up the Web Administrator 

The  Web Administrator  uses  the  Web Administrator  database  (WEBADMIN.NSF).  The  first  time  the  

HTTP  task  starts  on  a Web server,  Domino  automatically  creates  this  database  in  the  Domino  data  

directory.  However,  you  need  to  make  sure  that  the  Web browser  and  server  meet  these  requirements  for  

the  Web Administrator  to  run.  

Web browser requirement 

You must  use  one  of  these  browsers  with  the  Web Administrator:  

v   Microsoft  Explorer  6.0  on  Windows  2000  or  Windows  XP  

v   Mozilla  Browser  1.7.6  on  Microsoft  Windows  XP  Professional,  Microsoft  Windows  2000,  IBM  AIX,  

Solaris,  Linux  REL  3.0  and  Novell  Linux  Desktop  9 

v   Mozilla  Browser  on  Windows  2000,  or  on  Linux  7.x  

For  the  most  current  information  about  supported  browsers,  see  the  Release  Notes.  

Domino server tasks required 

You must  have  the  following  Domino  server  tasks  running:  

v   The  Administration  Process  (AdminP)  server  task  must  be  running  on  the  Web Administrator  server.  

v   The  Certificate  Authority  (CA)  process  must  be  running  on  the  Domino  7 server  that  has  the  Issued  

Certificate  List  database  on  it  to  register  users  or  servers.  

v   The  HTTP  task  must  be  running  on  the  Web server  so  that  you  can  use  a browser  to  access  it.
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To  set up the Web Administrator 

1.   Make  sure  that  the  server  you  want  to  administer  is set  up  as a Domino  Web server  and  that  it is 

running  the  HTTP  task.  The  Domino  Web server  does  not  have  to  be  a dedicated  server,  you  can  use  

it for  other  server  tasks,  such  as  mail  routing  and  directory  services.  You can  administer  only  the  

servers  you  set  up  as  Domino  Web servers.  

2.   Set  up  administrator  access  to  the  Web Administrator  database  (WEBADMIN.NSF).  

For  more  information  on  setting  up  the  Domino  Web server,  see  the  chapter  ″Setting  Up  the  Domino  Web 

Server.″ 

Setting up access to the Web Administrator database 

Domino  automatically  sets  up  default  database  security  when  the  Web Administrator  database  

(WEBADMIN.NSF)  is created  for  the  first  time.  At  that  time,  all  names  listed  in  either  the  Full  Access  

Administrators  or  Administrators  fields  of  the  Server  document  are  given  Manager  access  with  all  roles  

to  the  Web Administrator  database.  In  addition,  the  HTTP  server  task  periodically  (about  every  20  

minutes)  updates  the  Web Administrator  database  ACL  with  names  that  have  been  added  to the  Server  

document  in  either  the  Full  Access  Administrators  or  Administrators  fields,  but  only  if the  names  are  not  

already  on  the  ACL  list.  

For  more  information  on  how  the  HTTP  server  task  synchronizes  names  in the  Server  document  with  

those  on  the  Web Administrator  database  ACL,  see  ″Giving  additional  administrators  access  to  the  Web 

Administrator,″ later  in  this  chapter.  

Default database security 

The  default  ACL  settings  for  the  Web Administrator  database  are  listed  below.  You do  not  need  to  change  

these  settings  if the  administrator’s  name  appears  in  the  Administrators  field  of the  Server  document.  

Access control list 

 Default  name  Access  level  

User  and  group  names  listed  in either  of these  fields  on the  Server  

document:  

v   Full  Access  Administrators  

v   Administrators  

Manager  with  all  roles  

The  name  of the  server  Manager  

-Default-  No  access  

Anonymous  No  access  

OtherDomainServers  No  access
  

Authenticating administrators 

You can  use  either  an  Internet  password  or  an  SSL  client  certificate  to  access  the  Web Administrator.  The  

Web Administrator  uses  either  name-and-password  or  SSL  authentication  to  verify  your  identity.  The  

method  the  Web Administrator  uses  depends  on  whether  you  set  up  the  server  or  the  Domino  Web 

Administrator  database  (WEBADMIN.NSF),  or  both  to require  name-and-password  or  SSL  authentication.  

To access  the  Web Administrator  database,  you  must  have  name-and-password  authentication  or  SSL  

client  authentication  set  up  on  the  server.  Name-and-password  authentication  is enabled  for  the  HTTP  

protocol  by  default.  

To use  name-and-password  authentication,  you  must  have  an  Internet  password  in your  Person  

document.  To use  SSL  client  authentication,  you  must  have  a client  certificate,  and  SSL  must  be  set  up  on  

the  server.  
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For  more  information,  see  the  chapters  ″Setting  up  Name-and-Password  and  Anonymous  Access  to 

Domino  Servers,″  ″Setting  up  Clients  for  S/MIME  and  SSL,″ and  ″Setting  up  SSL  on  a Domino  Server.″ 

Giving additional administrators access to the Web Administrator 

You can  use  the  Server  document  as a convenient  way  to  give  additional  administrators  access  to the  

Web Administrator.  To add  an  administrator  to  the  Web Administrator  database  (WEBADMIN.NSF)  ACL,  

simply  add  the  name  to  either  the  ″Full  Access  Administrators″ or  ″Administrators″ field  of the  Server  

document.  The  HTTP  server  task  routinely  synchronizes  the  names  listed  in  those  fields  of  the  Web 

Server  document  with  those  listed  on  the  Web Administration  database  ACL.  Names  that  are  not  already  

listed  in  the  ACL  are  added  with  Manager  access  and  all  roles.  Names  that  are  already  listed  in  the  ACL,  

keep  the  access  granted  to  them  in  the  ACL.  This  preserves  custom  ACL  settings,  such  as  limiting  the  

ACL  roles  of  a particular  administrator,  from  being  overwritten.  It also  allows  you  to restrict  

administrators  from  using  the  Web Administrator,  even  though  they  are  listed  as administrator  in  the  

server  document.  If you  delete  an  administrator’s  name  from  the  Server  document,  the  name  is also  

deleted  from  the  Web Administrator  database  ACL  automatically  at the  next  synchronization.  

You can  also  give  administrators  access  to  the  Web Administrator  manually  by  adding  them  directly  to  

the  Domino  Web Administrator  database  ACL.  You can  give  an  administrator  full  or  partial  access  by  

restricting  the  roles  assigned.  The  role  assigned  to  an  administrator  determines  which  commands  are  

available  to  the  administrator,  and  which  tabs  appear  in  the  Web Administrator  client.  You cannot  restrict  

roles  when  you  add  administrator  access  to the  Web Administrator  using  the  Server  document.  If you  

add  a name  using  the  server  document,  you  must  manually  restrict  access  to the  web  Administrator  

through  the  Domino  Web Administrator  database  ACL.  To prevent  an  administrator  from  access,  assign  

No  access  in  the  ACL.  

For  more  information  on  Web Administrator  roles,  see  the  topic  ″Administrator  Roles  in  the  Web 

Administrator″ later  in  this  chapter.  

To update access to the Web Administrator database automatically 

1.   From  the  Domino  Administrator,  click  the  Configuration  tab.  

2.   Select  the  Server  view,  and  open  the  Current  Server  Document  for  the  Web Administration  server.  

3.   Select  the  Security  tab.  

4.   In  one  of  these  fields,  enter  the  name  of  the  administrator  to whom  you  want  to  give  access  to  the  

Web Administrator:  

v   Full  Access  Administrators  

v   Administrators
5.   Click  Save  & Close

To update the Web Administrator database ACL list manually 

You can  manually  add  an  administrator  to  the  Web Administrator  database  ACL  list.  

1.   From  the  browser  using  the  Web Administrator,  click  the  Files  tab.  

2.   Select  the  Web Administrator  database  (WEBADMIN.NSF).  

3.   From  the  Tools  menu,  select  Database  - Manage  ACL.  

4.   Click  Add  and  add  the  administrator  or  group  name  to the  ACL  of the  Web Administrator  database.  

5.   In  the  Access  field,  select  Manager.  

6.   Assign  the  roles.  Assigned  roles  determine  which  commands  and  tabs  appear  in  the  Web 

Administrator.  

Tip:  To select  more  than  one  role,  hold  down  the  Shift  or  Control  key  while  selecting  roles.  Selected  

roles  appear  highlighted.  

7.   Do  one  of  the  following:  
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v   If the  server  requires  name-and-password  authentication,  edit  each  administrator’s  Person  

document  and  enter  an  Internet  password.  

v   If the  server  requires  SSL  client  authentication,  set  up  the  browser  for  SSL.  

For  more  information  on  Managing  ACL  roles,  see  the  chapter  ″Controlling  User  Access  to  Domino  

Databases.″ For  more  information  on  SSL  authentication,  see  the  chapter  ″Setting  Up  Clients  for  S/MIME  

and  SSL.  

Administrator roles in the Web Administrator 

By  default,  the  ACL  gives  Manager  access  and  all  roles  to  users  named  in  the  Administrators  and  Full  

Access  Administrators  fields  on  the  Server  document.  However,  you  can  restrict  a Web administrator’s  

access  to  parts  of  the  Domino  Administrator  by  limiting  the  assigned  roles.  Each  role  has  a corresponding  

tab  and  associated  commands.  When  you  restrict  access,  you  also  restrict  which  tabs  appear  in  the  Web 

Administrator.  

For  example,  if you  assign  only  the  People&Groups  role  to  a Web Administrator,  the  People  & Groups  

tab  is the  only  tab  that  appears  when  that  administrator  uses  the  Web Administrator.  The  following  table  

shows  the  roles  that  have  been  predefined  for  the  Domino  Web Administrator.  

 Role  Tab 

Files  Files  

People&Groups  People  & Groups  

Replication  Replication  

Configuration  Configuration  

Mail  Messaging  - Mail  

MsgTracking  Messaging  - Tracking  Center  

ServerStatus  Server  - Status  

ServerAnalysis  Server  - Analysis  

ServerStatistic  Server  - Statistic
  

To restrict  a Web administrator’s  access,  use  the  Manage  ACL  tool  on  the  Files  tab.  For  more  information  

on  managing  ACL  roles,  see  the  chapter  ″Controlling  User  Access  to  Domino  Databases.″ 

Starting the Web Administrator 

When  you  start  the  Web Administrator,  it displays  the  server’s  administration  homepage  (information  

about  the  server  and  the  administrator  using  the  server).  It does  not  automatically  open  to a tab,  you  

must  choose  a tab  to  begin  using  the  Web Administrator.  To return  to the  server  administration  

homepage  at  any  time,  click  the  top  left  server  icon  in  the  Web Administrator  bookmark  bar.  

To  start the Web Administrator 

1.   Start  the  HTTP  task  on  the  server  if it is not  already  running.  

2.   From  the  browser,  enter  the  URL  for  the  Web Administrator  database  on  the  server  you  want  to 

administer.  For  example,  enter:  

http://yourserver.domain.com/webadmin.nsf  

Or  for  SSL,  enter:  

https://yourserver.domain.com/webadmin.nsf  

3.   Enter  your  hierarchical,  common  name,  or  short  name  and  your  Internet  password.  

4.   Click  one  of  the  tabs  to  being  using  the  Web Administrator.
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Using the Web Administrator 

The  Web Administrator  is almost  identical  to the  Domino  Administrator  with  very  few  exceptions.  The  

user  interface  looks  the  same,  and  most  menu  options,  dialog  and  information  boxes  are  identical,  

although  the  Web Administrator  may  occasionally  display  additional  information.  For  example,  the  Mail  

tab  in  the  Web Administrator  offers  additional  mail  specific  statistics  --  for  example,  Mail  Routing  

Schedule,  Mail  Routing  Statistics,  and  Mail  Retrieval  Statistics.  This  information  is available  in  the  

Domino  Administrator;  however,  it is not  displayed  the  same  way.  

In  addition,  there  is  a new  Task  tool  on  the  Replication  and  Mail  - Messaging  tabs.  You can  use  this  tool  

to  issue  Tell  commands,  and  to  stop,  start,  and  restart  replication,  router,  and  messaging  tasks.  

The  Web Administrator  includes  most  of  the  Domino  Administrator  functionality.  However,  the  Domino  

Server  Monitor  and  performance  charting  are  not  available  in  the  Web Administrator.  And  you  can  

restrict  further  which  commands  and  tabs  are  available  by  restricting  the  roles  assigned  to an  

administrator.  Information  on  the  availability  of  specific  Web Administrator  features  and  minor  changes  

to  how  you  access  a feature  are  documented  throughout  the  Domino  Administrator  help  documentation.  

For  the  most  recent  information  on  using  the  new  Domino  Web Administrator,  see  the  Release  Notes  that  

shipped  with  this  product  or  download  the  Domino  Administrator  online  help  from  the  Lotus  Domino  

Administrator  Release  7 download  page  on  the  Lotus  Developer  Domain  at http://www.lotus.com/ldd.  

Accessing online help 

To access  online  documentation,  use  the  Help  button.  

Additional buttons 

The  Domino  Web Administrator  includes  these  buttons  that  appear  at to  the  right  of the  tabs.  These  do  

not  appear  in  the  Domino  Administrator:  

v   Sign  out  --  Use  this  to  log  out  when  you  cannot  or  do  not  want  to close  the  browser.  

v   Preferences  --  Use  this  to  set  Administration  preferences.  

v   Help  --  Use  this  to  access  on-line  help  documents  for  the  Domino  Administrator.  

The  mail  bookmark  displays  in  the  bookmark  area  only  if you  have  browsed  to your  home  mail  server.  

Setting Files preferences for the Web Administrator 

You can  use  the  Web Administrator  to  set  Files  preferences.  

Files preferences 

By  default,  the  Files  tab  in  the  Domino  Administrator  displays  information  about  database  files  in the  

following  order;  however,  you  can  customize  which  columns  display  in  the  Web Administrator.  The  

fewer  columns  you  display,  the  faster  the  Files  panel  performs.  

v   Title  

v   File  Name  

v   Physical  Path  

v   File  Format  

v   Size  

v   Space  Used  

v   Max  Size  

v   Quota  

v   Warning  

v   Created  
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v   Last  Fixup  

v   Is  Logged  

v   Template  Name  

v   Inherit  From  

v   Type  

v   Replica  ID

To set Files preferences 

By  default,  the  Web Administrator  displays  all  columns.  You can  add  or  delete  columns  from  the  display.  

Select  a column  name  from  the  ″Use  these  Columns″ list  and  then  click  Add  or Remove.  

Registering users and servers with the Web Administrator 

To use  the  Web Administrator  to  register  new  Notes  users,  you  must  use  the  Domino  server-based  

certification  authority.  Any  request  or  task  that  requires  a certifier  ID  file  --  for  example,  migrate  or  

modify  ID  -- is  not  available.  

To use  the  Web Administrator  to  register  users  or  servers,  you  must  have  Registration  Authority  (RA)  

access  in  the  server-based  certification  authority  (CA).  The  server  that  is running  the  Web Administrator  

should  also  be  listed  as  an  RA  but  that  role  is not  required  for  the  server.  If, however,  the  server  is not  

listed  as  an  RA,  the  administrator  that  is an  RA  must  open  the  Administration  Requests  database  and  

approve  the  administration  request  to  register  the  user.  You must  assign  the  RA  role  in  the  Domino  

Administrator,  not  in  the  Web Administrator.  To assign  the  RA  role,  use  the  Modify  Certifier  tool  on  the  

Configuration  panel.  

You cannot  set  registration  preferences  in  the  Web Administrator.  You must  use  the  registration  settings  in 

the  CA  and  in  the  Registration  policy  settings  document.  

In  the  Web Administrator,  you  cannot  configure  a server  for  SSL  during  the  server  registration  process.  

For  more  information  about  modifying  certifiers,  see  the  chapter  ″Setting  up  a Domino  Server-Based  

Certification  Authority.″ For  more  information  about  user  registration  in  the  Web Administrator,  and  

about  creating  and  modifying  groups,  see  the  chapter  ″Setting  Up  and  Managing  Notes  Users.″ For  more  

information  about  registering  a server,  see  the  chapter  ″Installing  and  Setting  Up  Domino  Servers.″  

Managing policies with the Web Administrator 

The  Policy  tools  on  the  Configuration  and  People  &  Groups  tabs  in the  Domino  Administrator  are  not  

available  in  the  Web Administrator.  Therefore,  from  the  Web Administrator,  you  cannot  use  the  Policy  

Assign  tool  or  the  Policy  Synopsis  tool.  

If you  create  policies  before  you  register  users,  you  can  assign  them  to  users  and  groups  during  user  

registration.  You can  also  edit  a Notes  user’s  Person  document  and  manually  assign  an  explicit  policy  by  

specifying  the  name  of  the  policy.  

Working with policy documents 

From  the  Web Administrator,  you  can  use  the  Policies  view  in either  the  People  &  Groups  or  the  

Configuration  tab  to  add,  edit,  or  delete  policy  documents.  To add  or  delete  policy  documents,  use  the  

buttons  that  display  in  the  Results  pane.  In  this  view,  the  names  of policy  documents  are  links.  To edit  

one  of these  documents,  click  the  link  for  the  document  you  want  to edit.  

Using  the  Web Administrator  to  delete  policy  documents  is not  recommended  because  doing  so  does  not  

initiate  the  Administration  Process  requests  required  to  remove  all  references  to the  deleted  document  

from  other  policy  documents.  
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If you  use  the  Web Administrator  to  create  Setup  or  Desktop  policy  settings  documents,  you  cannot  add  

the  database  links  used  to  set  up  bookmarks  or  custom  Welcome  pages.  

For  more  information  about  managing  policies  and  policy  documents,  see  the  chapter  ″Using  Policies.″  

Using the Web Administrator consoles 

The  Web Administrator  includes  two  consoles,  the  Quick  Console  and  the  Live  Console,  which  you  access  

from  the  Server  - Status  tab.  These  consoles  mirror  the  server  console  on  the  Server  Status  tab  of  the  

Domino  Administrator.  

Use  the  Live  Console  to  send  commands  to a Web server  running  under  a Server  Controller.  You can  

send  Controller  and  shell  commands,  as  well  as  Domino  server  commands.  To use  the  Live  Console,  you  

must  install  Java  Plug-in  1.4  or  higher  and  enable  it in your  Web browser.  

Use  the  Quick  Console  to  send  commands  to a Web server  that  does  not  run under  a Server  Controller.  

Or  use  it  if you  are  unable  to  install  or  use  the  Java  Plug-in  in  your  browser.  

For  more  information  on  using  the  console  in  the  Web Administrator  to send  commands,  see  the  topic  

″The  Server  Controller  and  the  Domino  Console,″  later  in this  chapter  and  the  appendix  ″Server  

Commands.″ 

Using the Web Administrator with service providers 

Service  providers  may  allow  administrators  at hosted  organizations  to  manage  users  and  groups  by  

allowing  remote  access  through  the  Web Administrator,  with  restricted  roles.  In  some  cases,  the  

administrator  at  the  service  provider  site  will  assume  all  responsibilities  for  managing  users  and  groups.  

For  more  information  on  service  providers,  see  the  chapter  ″Managing  a Hosted  Environment.″ 

Message tracking in the Web Administrator 

To use  the  Web Administrator  to  trace  messages,  you  must  first  enable  message  tracking.  

To enable message tracking 

1.   From  the  Web Administrator,  click  the  Configuration  tab.  

2.   Open  the  Messaging  view,  and  select  Settings.  

3.   Click  Edit  Message  Settings.  

4.   Select  the  Message  Tracking  tab.  

5.   Under  Basics,  in  the  Message  tracking  field,  select  Enabled.  The  default  is  Disabled.  

6.   Under  Access  Settings,  complete  these  fields:  

 Field  Action  

Allowed  to track  messages  Select  both  of these:  

v   Your  name  

v   LocalDomainServers  

Allowed  to track  subjects  Select  your  name  from  the  list
  

7.   Click  Save  & Close.

Editing the NOTES.INI file and cleanup script in the Web Administrator 

You must  be  a Full  Access  Administrator  to edit  the  NOTES.INI  file.  You must  have  Administrator  access  

or  higher  to  view  the  NOTES.INI  file,  or  to  edit  or  view  the  cleanup  script.  

For  more  information  on  editing  the  NOTES.INI  file,  see  the  appendix  ″NOTES.INI  File.″ 
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Signing out of the Web Administrator 

When  you  finish  using  the  Web Administrator,  close  the  browser  to  end  the  session  or  click  Sign  out  to  

end  the  session  and  clear  your  user  name  and  password  credentials  so  that  unauthorized  users  cannot  

access  the  browser  while  the  Web Administrator  is still  running.  

The Server Controller and the Domino Console 

The  Server  Controller  is a Java® based  program  that  controls  a Domino  server.  Starting  the  Server  

Controller  starts  the  Domino  server  it controls.  When  a server  runs  under  a Server  Controller,  you  can  

send  operating  system  commands  (shell  commands),  Controller  commands,  and  Domino  server  

commands  to  the  Server  Controller.  For  example,  from  a remote  console,  you  can  use  Controller  

commands  to  kill  Domino  processes  on  a server  that  is  hung  or  to start  a Domino  server  that  is down.  

You can  use  the  Domino  Console,  a Java-based  console,  to communicate  with  a Server  Controller.  You can  

run the  Domino  Console  on  any  platform  except  Apple  Macintosh.  Using  the  Domino  Console,  you  can  

send  commands  to  multiple  servers.  The  Domino  Console  doesn’t  require  a Notes  ID,  only  a Domino  

Internet  name  and  password,  so  you  can  connect  to  servers  certified  by  different  certifiers  without  having  

multiple  Notes  IDs  or  cross-certificates.  You can  customize  output  to  the  Domino  Console  --  for  example,  

use  local  event  filters  to  specify  the  types  of  events  the  Console  displays.  You can  also  log  server  output  

to  log  files  and  customize  the  appearance  of  the  Console.  

The  Domino  Console  functions  strictly  as  a server  console.  Consequently,  the  Domino  Console  doesn’t  

include  the  full  set  of  Domino  administration  features  that  are  available  through  the  Domino  

Administrator  and  the  Web Administrator,  and  you  can’t  use  it  to  open  and  manage  Notes  databases.  

The  files  needed  to  run the  Server  Controller  and  to  run the  Domino  Console  are  provided  with  Domino  

and  Notes.  

You can  also  use  remote  consoles  in the  Domino  Administrator  and  Web Administrator  to  communicate  

with  a Server  Controller.  

For  information  on  the  available  Controller  commands  and  on  using  the  Domino  Administrator  or  Web 

Administrator  to  communicate  with  a Controller,  see  the  appendix  ″Server  Commands.″ 

Starting and stopping the Server Controller 

Do  the  following  to  start  the  Server  Controller,  the  Domino  server,  and  the  Domino  Console:  

1.   Shut  down  the  Domino  server,  if it is  running.  

2.   Start  the  Server  Controller  using  the  same  command  you  normally  use  to  start  the  Domino  server  but  

append  the  argument  -jc.  For  example,  if you  run a server  on  Windows  XP  from  the  directory  

c:\lotus\domino  using  a shortcut  icon  on  the  Desktop,  use  the  following  target  for  the  shortcut:  

c:\lotus\domin\nserver.exe  -jc  

The  Server  Controller  runs  in  its  own  window.  You can  minimize  a Server  Controller  window,  but  do  not  

close  or  kill  the  window  to  stop  the  Server  Controller.  Instead,  use  the  Controller  Quit  command  from  a 

console  to  stop  a Server  Controller  and  the  server  it controls.  

When  you  run a Server  Controller,  you  no  longer  have  access  to the  traditional  console  at the  server.  You 

can  communicate  only  through  the  Domino  Console  or  a console  in  the  Domino  Administrator  or  Web 

Administrator.  

Optional arguments to use when running the Server Controller 

Starting  the  Server  Controller  using  only  the  argument  -jc  starts  the  Domino  Server  and  the  Domino  

Console  along  with  the  Server  Controller.  There  are  two  optional  arguments  you  can  specify  to  change  

this  default  behavior:  -c and  -s.  
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Use  -c  to  prevent  the  Domino  Console  from  running  when  you  start  the  Server  Controller.  You might  

prevent  the  Console  from  running  on  a slow  machine  or  a machine  that  is low  on  memory.  If you  use  

this  argument  and  the  Domino  server  ID  requires  a password,  the  Domino  server  starts  without  running  

its  server  tasks.  To run the  server  tasks,  you  must  connect  to  the  Server  Controller  from  a console  and  

specify  the  server  password  when  prompted.  

Use  -s to  prevent  the  server  from  running  when  you  start  the  Server  Controller.  Use  this  argument  along  

with  -c  so  that  someone  who  is directly  at the  server  can  start  only  the  Server  Controller,  and  then  a 

remote  administrator  can  start  the  server  and  specify  a required  server  password  remotely  from  a 

console.  

 Example  Result  

nserver  -jc  Runs  the  Server  Controller,  the  server,  and  the  Domino  Console  

nserver  -jc  -c Runs  the  Server  Controller  and  the server  

nserver  -jc  -s Runs  the  Server  Controller  and  the Domino  Console  

nserver  -jc  -c -s Runs  only  the  Server  Controller
  

Starting and stopping the Domino Console 

You can  run the  Domino  Console  from  any  machine  on  which  a Domino  server  or  the  Domino  

Administrator  is  installed.  To use  the  Domino  Console  to  communicate  with  a Domino  server,  the  server  

must  be  running  under  a Server  Controller.  

To start the Domino Console 

1.   Make  sure  that  the  Domino  server  or  the  Domino  Administrator  is installed  on  the  machine.  

2.   Run  the  following  command  directly  from  the  program  directory,  or  from  a directory  path  that  points  

to  the  program  directory:  

jconsole  

Note:  The  Domino  Console  also  starts  by  default  when  you  start  a Server  Controller.  

For  information  on  using  the  Domino  Console,  choose  Help  - Help  Topics  from  the  Domino  Console  

menu.  

To stop the Domino Console 

1.   From  the  Domino  Console,  choose  File  - Exit.  

2.   If the  Console  is  currently  connected  to  a Server  Controller,  when  you  see  the  prompt  ″Exiting  the  

Console  by  disconnecting  all  active  connections.  Do  you  want  to  continue?″ do  the  following:  

a.   (Optional)  To also  stop  a Domino  server  and  Domino  Server  Controller  running  locally,  select  the  

option  ″Also,  bring  down  Domino  (if  running)  and  quit  the  local  Server  Controller  - local  server  

name. 

b.   Click  Yes.
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