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by the Apache Software Foundation (http://www.apache.org/)." Alternately, this 
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10. Products derived from this software may not be called "Apache", nor may 
"Apache" appear in their name, without prior written permission of the Apache 
Software Foundation. 

THIS SOFTWARE IS PROVIDED ``AS IS'' AND ANY EXPRESSED OR IMPLIED WARRANTIES, 
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND 
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PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND  ON ANY THEORY OF LIABILITY, 
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) 
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Chapter 1 About This Paper 
Intended Audience 
This white paper is for developers who need to familiarize themselves with the IBM® Lotus® 
Instant Messaging and Web Conferencing (Lotus Sametime®) environment before starting to 
create applications. It assumes no in-depth experience with IBM Lotus Instant Messaging and 
Web Conferencing, but reasonable familiarity with software design and development in a 
network context. 

Note 	 Throughout this guide, the IBM Lotus Instant Messaging and Web Conferencing product 
is referred to as “Sametime,” and its associated toolkits are referred to as “Sametime” 
toolkits. 
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Chapter 2 Introduction 
The Sametime platform is a client/server environment in which the client is connected via TCP/IP 
to the server. The Sametime server supplies its users with awareness and real-time interaction 
services. 

This document describes the basics of the Sametime community architecture. It provides an 
overview of the Sametime client/server topology and discusses Sametime communication 
mechanisms, how users are supported, and basic services and applications. 
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Chapter 3 Sametime Community Structure 
A Sametime community consists of: 

•	 Clients, which are connected via TCP/IP 

•	 Multiplexers, which improve Sametime scalability by I/O concentration 

•	 One or more community hubs, which log in Sametime clients, route messages between 
members, and notify subscribers of events in the community 

•	 Server applications, which are connected to community hubs via TCP/IP 

Clients, multiplexers, community hubs, and server applications are all Sametime community 
members. Every community member can log in to the community; community hubs log in to each 
other, while clients, multiplexers, and server applications log in to the community hubs. When 
community members are logged in to the community, they are considered 'community 
participants'. 

Basic Structure and Components  
Below is a schematic diagram of a Sametime community. 

MM 

CC C CCC C CCCCC 

SA SA SA SA 

C-HUB 

M 

C – Client (User), M – Multiplexer, C-HUB – Community Hub, - TCP/IP connection 

Client 
The client is a program that logs into the community as a user. It displays the user interface 
(Windows, other operating system, or browser) and can perform some or all of the application 
processing. The Sametime user and login model supports multiple users running multiple 
applications concurrently. 
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Multiplexers 
Multiplexers support Sametime community hubs with: 

•	 I/O concentration – A multiplexer collects and distributes I/O data for multiple clients 
communicating with a single hub. This concentration limits the I/O overhead of the hub by 
lowering the number of connections it uses to send and receive data. The overhead of 
connection initialization, polling, and termination is greatly reduced. 

•	 Distribution of multi-recipient messages – The community hub can send a single message 
(with a recipient list attached) to its multiplexer. The multiplexer then distributes the message 
to the indicated recipients. 

•	 Gateway – A multiplexer can act as a gateway, translating protocols between clients or 
between third-party server software and the Sametime community server. 

The multiplexer layer is transparent to the clients that connect to the community. Multiplexers 
can be connected in a multi-level structure, in which multiplexers connect to each other in a 
chain, rather than directly to the community hub. Chaining can be used to localize user 
connections or in the firewall environment, where the multiplexer acts as a proxy server. 

Community Hubs 
Community hubs, which are the core of the Sametime community, are hosted on Sametime 
servers that range in capacity from high-end PCs to mainframes. They act like switchboards 
between community participants. Hubs are responsible for the following: 

•	 Managing community participants (clients, multiplexers, and server applications) 

•	 Routing messages between community participants 

•	 Supplying notifications to community participants 

Community hubs manage the logins for each user and maintain order and security for Sametime 
clients. 

Community Server Applications 
Server applications enable the functionality provided by the hub by supplying additional services 
to the community. A server application connects to a hub and declares the services it supplies. 
The hub routes requests for these services to the appropriate instance of the server application. 

Applications included with the Sametime server supply the following services:  

•	 Configuration – Reads configuration data and distributes it to subscribing community 
participants. 

•	 Awareness (Buddy List) – Notifies users about status and properties of other users in the 
community. The awareness service respects the privacy requested by users. 

•	 Authentication – Authenticates users that ask to log in to the community. The authentication 
is performed against the community directory, using several authentication mechanisms. 
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•	 Directory – This category includes the following services: 

•	 Resolve – Resolves a given user name to a list of matching user IDs 

•	 Group contents – Handles requests for the content of a public group 

•	 Browse & Search – Browses or searches the user directory in order to find a certain user. 

•	 User Storage – Responsible for storing user related data on the server, including the privacy 
and general attributes users set for themselves. 

•	 Logging – Responsible for logging activity of and within the community server, including 
general logging of the community server activities and logging of chat between users. 

•	 Places – Supplies place-based awareness and communication tools. 

•	 Online directory – The “glue” of the community server. The online directory is responsible 
for creating a consistent view of the community. For example, the online directory knows the 
community hub at which each user is logged in. The Online Directory service uses a 
replication algorithm to keep the global view of the community. 

•	 Web client support – Supports clients that use HTTP protocol to connect to the community 
hub. These services enable light protocol and the polling manner of connection required when 
using HTTP protocol. 

•	 External communities – Enables awareness and IM services with other communities. 
Sametime uses the IETF SIP/SIMPLE protocol as the protocol for inter-community 
interactions. Note that these services are used also for negotiating audio/video sessions using 
the same IETF protocols. 

Note Instant Messaging (IM) is supplied directly by the Sametime community hub. 

Third-party vendors can use the Sametime Community Server Toolkit to develop other services. 
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Sametime Communication 
This section describes the communication mechanisms in a Sametime community. 

Addressing Modes 
There are several ways to address other community participants: 

•	 User ID – Some user is addressed. If the recipient user has more than a single login, one of its 
logins is selected. 

•	 Login ID – A particular login is addressed. No login selection is needed. 

•	 Service Type – A server application providing the specified service type is addressed. There 
may be multiple instances of the application that provides this service. The community hub 
must decide (possibly by consulting the available providers) which provider will fulfill the 
request. 

Addressing Scopes 
The most frequent type of interaction in a community is one to one, in which two community 
participants exchange messages. There are also multi-recipient interactions, which are candidates 
for performance optimization. Sametime communication optimizes them as follows: 

•	 One to many – The message is intended for multiple recipients. The common case is an 
N-way chat, in which a message sent by one member in the chat must reach all chat 
participants. Only a single instance of the message is sent from the source. The message 
contains a list of recipients. The community hub distributes a single copy of the message to 
the multiplexers involved, while the multiplexers distribute the message to the appropriate 
logins. Note that in an N-way chat, encryption may render this optimization unusable, since 
each chat participant may have a different encryption key. For more information, see 
“Security.” 

•	 Broadcasts – The message is broadcast to all community user participants. The community 
hub sends a single copy of the broadcast message to each multiplexer connected to it; each 
multiplexer dispatches the message to its logins. In a multi-hub community, the message is 
sent to all community hubs; each community hub relays the message to its multiplexers. For 
more information about multi-hub communities, see “Multi-Hub Solution.” 

TCP/IP 
There is a persistent TCP/IP connection between clients and multiplexer, between multiplexers 
and hub, between server applications and hub, and between all hubs in the community.  

Note 	 Users connecting via HTTP protocol create a new connection every X seconds, 
depending on their configuration. 
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Channels 
Message routing typically relies on virtual connections called channels. A channel may span 
several TCP/IP connections. For example, when a client on multiplexer A creates a channel to a 
client on multiplexer B, the channel traverses the following TCP/IP connections: 

• From the user login to multiplexer A 

• From multiplexer A to the hub 

• From the hub to multiplexer B 

• From multiplexer B to the login of the other user 

The following diagram shows the path of the channel created between two clients: 

A B 

C-HUB 

C C 

MM 

As shown, the network route between community members may involve several hops. The 
channel enforces the order of messages in the interaction and ensures connectivity by providing a 
notification when the route of the channel is broken (for example, when a crash occurs along the 
channel route). Each side of the breakage is responsible for notifying all community participants 
along the channel route, including users, hubs, and multiplexers, that the channel has been 
disconnected. Data that enables routing of channel messages is stored in each community 
participant on the channel route. 

Channels can also be redirected. A channel may be created to a community participant, and then 
transferred to another community participant, while the initiator of the channel remains unaware 
of the redirection. Redirection plays an important role in a distributed environment, as when a 
channel is created to a server application, and the application redirects the channel to another 
server application to help with load balancing. 

Master Channel 
The master channel is created between a community participant and its serving community hub 
when the participant logs in. The master channel is the route taken by all the subsequent 
communication between the client and its community hub. When a new channel is created (for 
example, from a client to a server application) it traverses the route of the master channel up to 
the community hub; from there it traverses a different route until it reaches the destination. 
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Distribution, Scalability and Redundancy 
A single Sametime community hub is designed to serve about 100,000 simultaneous user logins. 
This capacity is adequate for many communities. However, a single hub cannot address some 
situations. 

Distribution 

Community users may be distributed over geographically remote sites. In a single-hub 
environment, remote clients depend on the network quality between their site and the hub. This 
means that if the network path to the hub is temporarily down, remote users cannot interact with 
even nearby users. In addition, network use is not optimized; a separate one-to-many or broadcast 
message is sent to each client, rather than a single message being sent to the remote multiplexer, 
which then takes care locally of distribution to clients. Each separate message also travels from 
the remote multiplexer over several hops until it reaches its destination. More commonly, IMs 
between two neighboring users connected via remote hub must travel to the remote hub and back, 
instead of traveling to a common multiplexer. 

A multiplexer deployed remotely addresses the connectivity of users and the issue of sending 
multiple messages remotely, but it does not keep IMs between two local users from having to go 
the remote hub and back. (Chat logging and privacy checks still need to be performed on the hub 
before the message is sent to its recipient.) A remote multiplexer also does not address the issue 
of service interruption when the remote site is down. 

Scalability 

While the capacity of a Sametime community hub is enough for most organizations, it does not 
match expectations in very large organizations (for example, IBM) or in the services market (for 
example, Amazon). Sametime must provide a solution for serving millions of users in a single 
community. 

Redundancy 

Leaving aside the issues of distribution and scalability, dependency on a single hub is still a 
problem. Users should be able to connect to the community even when servers crash or are in 
maintenance. 
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Multi-Hub Solution 
Below is a schematic view of a multi-hub Sametime community. Note that the only schematic 
change is that instead of a single community hub, several hubs connected to each other constitute 
the community core.  

C-HUB 
C-HUB 

C-HUB 

M 

SA 

SA 
SASAC 

C 

C 

C 

C 

CC 

C 

C 

C 

C 
M 

M 
M 

C-HUB – Community Hub, M – Multiplexer, SA – Server Application, C – Client 

Every Sametime hub supplies all services. Hubs can be located at remote sites and are 
interconnected. Note that it is possible to have global services in Sametime that are not 
necessarily installed with each hub. 

Home Hub 
A user's properties are kept in persistent storage associated with a hub. In some scenarios (see 
“Scalability and Redundancy (Clustering)”), this storage is replicated between hubs. However, in 
a geographically distributed environment, it is not possible to replicate this data in real time, so a 
user who has changed his properties on one hub and then logs into a different hub could receive 
outdated data or (if replication does not occur) no data at all. 

To solve this problem, a 'home' community hub is defined for each user in the community, by 
attaching the address of a hub to each user. The home hub contains the directory database and/or 
user information (privacy and other general attributes).  

The client program can get the home hub from its local storage, or simply try to connect to some 
hub in the community. If the connection is established to a hub other than the user's defined home 
hub, the connection is internally redirected, using the channel mechanism, to the user's home hub. 

Note 	 You cannot be logged in to two community hubs at once. If you try, you will be 
disconnected from the both hubs. 
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Special considerations 
Connecting to a multi-hub community poses no special problem for users. However, various 
tasks, such as message routing and community participant addressing, require special handling in 
a multi-hub community. Sametime community server components support these tasks in a multi-
hub environment by default, through the Online Directory server application (see “Community 
Participant Addressing,” below). 

Routing 

Depending on the number of community hubs, a channel or a message destined for another 
community participant might need to traverse several hubs, and an efficient route would have to 
be chosen. Sametime avoids this problem by connecting every hub in the community to every 
other hub. With this type of connection, known as a clique, messages must traverse at most two 
hubs: 

• the hub to which the first community participant is connected 

• the hub to which the second community participant is connected. 

A virtual channel is established and all messages follow this route. Clique connectivity of 
community hubs allows a simpler algorithm for selecting the channel route. 

Community Participant Addressing 
In a single-hub community, when a participant is addressed, the hub routes the message to the 
appropriate community participant as it appears in its local tables. In a multi-hub environment, 
that is not possible. 

There are various ways to address this problem. The Sametime solution is to use a dedicated 
server application called the Online Directory (OLD), which has global knowledge of the entire 
community. The OLD gathers and maintains minimal location data, enough to find online entities 
(such as user logins) anywhere in the community.  

Note It is important to understand that OLD data gives only enough information to locate an 
entity. Subsequent queries to other community participants are needed to gather other 
information needed. 

The default (and only) implementation of Sametime is multi-hub enabled. The Online Directory 
is always installed and there is no way to install a community without an OLD. 

Online Directory Usage 
When a hub has to locate a community participant by user ID, or locate a place, it simply consults 
its OLD. 

When a community participant is addressed by login ID, the services of the OLD are not needed. 
Since a login ID contains the IP address of the server on which the login resides, the hub simply 
extracts the IP address and contacts the indicated server. 

When a server application is addressed by service type, the community hub is responsible for 
locating the correct server application instance. The OLD is not consulted for server applications. 
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Scalability and Redundancy (Clustering) 
A multi-hub community as described above can solve the distribution issue, but not the scalability 
and redundancy issues. To address these issues, we introduce the notion of clustering. A cluster is 
a set of community hubs in which every hub can act as the home hub of all users in the cluster. A 
home cluster is defined for the users in the cluster, replacing the users' home hubs. 

All hubs in a cluster reside in the LAN, with high bandwidth network connectivity. Replication of 
user properties in a cluster occurs (almost) in real-time. 

Clusters are named. A single hub name can be translated, using DNS or some other mechanism, 
to a list of the multiplexers serving the hub. A cluster name is translated to a list of the 
multiplexers serving the hubs in the cluster. 

Load balancing in a cluster is performed via this translation mechanism. Each translation yields a 
different order of the cluster multiplexers, in a DNS round robin. The client tries to connect to 
them in the order given. 

A cluster can also be connected to an IP sprayer, such as the IBM eND (e Network Dispatcher). 
The IP sprayer can choose one of the multiplexers to connect the user. 

Connecting communities 
Often, community users would like to get services from different communities. For example, a 
user in the Mars community would like to know when his friend/colleague from Venus 
community is online. Sametime enables this kind of inter-community service sharing. 

Sametime uses the IETF protocols - Session Initiation Protocol (SIP) and SIP Instant Messaging 
and Presence Leveraging Extensions (SIMPLE) - to connect communities. The SIP Gateway 
server application acts as a SIP proxy to the external world, and enables awareness of and two-
way IM exchanges with users in other Sametime communities. It also supports meetings between 
users in different communities and handles privacy and secure transport. 

The following drawing illustrates the architecture of the SIP solution. It shows both the physical 
and the logical (channel) connections between the different components. 

C-HUB SIP 
Connector 

SIP 
Protocol 

C-HUB C-HUB 

SIP GW 

SIP GW SIP GW 

There is one instance of the SIP Gateway for each hub in the community. Each SIP Gateway 
serves the clients connected to its hub 
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In addition, there are a number of SIP Connector processes (actually server applications), each 
connected to one of the hubs in the community. Each SIP Connector is responsible for one or 
more external communities. It is responsible for creating the connections to the external domains 
and receiving connections from them. It is also responsible for parsing received SIP messages and 
constructing outgoing messages. The SIP Gateway uses a proprietary protocol to exchange 
messages with the connector. 
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Chapter 4 The Sametime User and 
Login Model 

The Sametime user and login model supports multiple users running multiple applications 
concurrently. The model is divided into persistent and runtime parts. 

Persistent User Data 
Each user in the Sametime community has the following basic properties: 

•	 User ID – A string representing the persistent and unique identifier of a user in the 
community (for example, a@example.com or “UN=Smith/ON=IBM”). 

•	 Login parameters – A set of fields used to create a login into the community. Common 
fields will be a login name and a password. The login name is a string that has no further 
usage beyond the login phase. 

•	 Display Name – A name by which other users know the user, such as 'John Smith'. A user 
might have different user names for different logins. (See “Runtime User Structure” below.)  

•	 Description – Descriptive text about the user. The description may be different for different 
logins. 

•	 Privacy List – A list of user IDs that may or may not know that the user is online. A privacy 
list is maintained for each user. If a user logs into the community several times 
simultaneously, the hub synchronizes the server-hosted privacy list of the user between his 
different logins. 

•	 User attributes – General list of user attributes. 

The above model allows a user to have multiple login names and still be known as the same user 
by other community members, regardless of the login names she/he uses. This mechanism is 
called aliasing. 
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Runtime User Structure 
The diagram below shows the runtime structure of a user.  

App App App AppApp 

User 

Login ID Login ID Login ID 

Login Login 

Each TCP/IP connection by a user is regarded as a single login of the user to the community. A 
login ID that is unique in the entire community is assigned to each connection. 

All applications accessed by a user can use the same login, except when running non-cooperative 
applications (for example, Java and OCX components). Currently, the default behavior of a 
Sametime community is to limit user logins to a single machine (a single IP address). This 
ensures a good user experience, since a user who logs in at successive machines can be sure that 
only the current connection is open, and that IMs will therefore always reach him at his current 
machine. 

Anonymous (Guest) 
A guest is a non-authenticated user of the community. A community administrator may choose 
the services of the community that are available for guests. A guest does not have a persistent 
user ID (that is, there is no user ID associated with the guest in the user directory), and only the 
login ID can be used to address the guest. Furthermore, there is no way to associate different 
logins of the same guest. 
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Chapter 5 Server Applications 
Server applications enable the functionality supplied by the community server. A server 
application is a container of one or more services. A service can be contained in different server 
applications according to logic or development considerations. 

The server application connects to the community hub and declares the services it supplies. The 
hub routes requests for such services to an appropriate instance of the server application. 

A service can be local or global. A local service can be supplied to the users of a community hub 
only by a server application that is directly connected to that hub. In contrast, a global service can 
be supplied to the users of a community hub by any server application in the community. 

Sametime includes the following server applications. Each application supplies one or more 
services: 

• Community Hub 

• Configuration 

• Admin Service 

• ST Admin Act 

• Directory 

• Resolve 

• Users 

• Privacy 

• User Storage 

• Online Directory 

• Buddy List 

• Places 

• Chat Logging 

• Logger 

• Polling Proxy 

• Sametime Links 

• SIP Gateway 

• SIP Connector 
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Community Hub 
The Community Hub supplies some of its functionality through the following services: 

•	 COMMUNITY – A local service that provides community events on the status of objects 
(users, logins, and server components) in the system (for example, user login/logout, user 
status, user privacy list, and so on). 

•	 LOGIN_COP – A global service that verifies that each user is logged in to only a single 
community hub at all times. If, for any reason – such as a temporary disconnection between 
hubs -- two logins of the same user are connected to different community hubs, it is the 
responsibility of the login cop to discard both logins. 

•	 STORAGE_EVENT_OTM – A global service that is a One Time Message (OTM) sent 
from the hub to the logins of a user, notifying them that there is a change in the user storage. 

Configuration 
The Configuration server application periodically reads the server configuration from the 
Sametime configuration database and sends the data to subscribed server components. The 
configuration service in this application is one of the components that push community-wide 
attributes to the awareness service to be delivered to subscribers. 

Admin Service 
The Admin Service server application gathers status information from various server components 
and can provide the information to requestors. The Admin service sends the information it gathers 
to the logger, as specified in the Sametime server configuration. The Admin service also creates 
files needed for the operation of the Sametime Links server application. 

ST Admin Act 
The ST Admin Act server application is actually a CGI binary file that is able to get information 
from the Admin service upon request. It is used for creating Web pages with information about 
the status of the community server components. 

Directory 
The Directory server application provides Sametime directory browsing capabilities. It also 
allows users to receive the content of a public group. 

Resolve 
The Resolve server application supplies the Resolve service that resolves a user name into a 
unique user ID. 
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Users 
The Users server application logs in users via password or token. It also creates tokens for users 
upon request. 

Privacy 
The Privacy server application is responsible for providing a storage service that lets users save 
their privacy information on the server. As with the User Storage server application, this frees 
users from dependency on the machines they are currently using. 

Online Directory 
The Online Directory server application holds a status snapshot of the entire community (who is 
online, on which community hub, and which places are active on each hub). It also detects user 
attempts to log in to two hubs at the same time and places that become active on two hubs at the 
same time.  

Given its community-wide view, the Online Directory application is also responsible for: 

•	 Allocating a hub on which to create a resource 

•	 Helping the Buddy List server application locate a user in the community either immediately 
or when s/he goes online 

•	 Notifying the Community server that a user is online on two different hubs simultaneously 

User Storage 
The User Storage server application provides a storage service that lets users save preferences, 
attributes, and other information on the server. This frees users from dependency on the machines 
they are currently using.  

Buddy List 
The Buddy List server application provides the “Who Is Online” service. This component tracks 
user login status and maintains user attributes. Clients send their presence or awareness list to this 
component and are notified of status and attribute changes. This component takes into account 
privacy information, status, and who is interested in this user. 

The Buddy List server application is also responsible for maintaining and distributing values of 
community attributes that control the behavior of the client (for example, services that are 
enabled or disabled in the community hub). 

The Buddy List Server application is capable of supporting awareness of general objects (for 
example, stock quotes). Currently, it provides only awareness of users and server components. 

Buddy List distribution in a community is a key feature in the operation of the Buddy List server 
application. 
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Places 
The Places server application provides the basic services related to N-way interactions. A single 
place is the holder of the interaction and contains participants and activities. All participants in a 
place are typically connected to each activity in the place. (A user's connection to each activity 
depends on whether the application s/he is running supports the features required by the activity, 
such as audio or video.) 

The Places server application provides awareness of its participants, a basic interaction 
mechanism, and an interface to external activities. This interface enables the place to be a single 
synchronization point for multiple activities.  

Chat Logging 
The Chat Logging server application catches all the chat messages on the community hub, stores 
and retrieve them via an API. 

When chat logging is enabled, the Chat Logging server application enters all places as an 
additional activity that listens to the chat in the place. In the case of Instant Messages (IM), the 
Chat Logging server application “listens” to the IM channels between the two parties. The server 
application sends the chat to be logged by the Chat Logging API. 

Logger 
The Logger server application is responsible for logging various statistic events to a persistent 
device using the Logging API. The Logger server application does not supply a service but uses 
the Community service of the Community server to log the events of the community. 

Polling Proxy 
The Polling Proxy server application serves logins that connect to the Community server via 
HTTP polling. The Polling Proxy server application receives client HTTP requests from the 
multiplexer and responds to them. The application also handles authentication between 
consecutive polling requests, buffering of messages, and other mechanisms required to support 
HTTP polling. 

Sametime Links 
The Sametime Links server application serves logins that connect to the Community server via a 
specialized light protocol that uses hybrid HTTP polling. The Sametime Links server application 
receives client HTTP requests from the multiplexer and responds to them. The Sametime Links 
server application also handles authentication between consecutive polling requests, buffering of 
messages, and other mechanisms required to support HTTP polling. The difference between the 
Sametime Links server application and the Polling Proxy server application is that the Sametime 
Links server application uses a reduced, lighter protocol, while the Polling Proxy server 
application uses the full Community protocol. 
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SIP Gateway 
The SIP Gateway server application bridges between the Sametime protocol and the SIP protocol. 
The SIP Gateway is responsible for representing Sametime users to other communities via the 
SIP/SIMPLE protocol and for representing external users to the Sametime community via the 
Sametime protocol. 

SIP Connector 
The SIP Connector server application connects to an external community that uses the SIP 
protocol. The SIP connector is a global service (that is, one instance may serve the users of 
several community hubs). Different SIP connectors can be configured for different external 
communities. In addition, different SIP connectors may reside in different external networks of 
the organization, enabling firewall control. 
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Chapter 6 Service Provider Interfaces 
Communication between server applications and databases or directories is based upon Service 
Provider Interfaces (SPIs). Sametime supports SPIs for Lotus Notes databases or directories and 
for LDAP directories. Interfaces to other directories (for, example Oracle), can be implemented 
by third parties or by customers. 

Sametime includes the following SPI implementations: 

Directory SPIs: 

Authentication, Resolve, Browse and Groups (for Notes and LDAP databases) 

Database SPIs: 

Logging, Privacy, User storage and configuration (for Notes and DB2 databases) 
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Chapter 7 Security 
The Sametime server supports community security through authentication of community 
members and encryption of sensitive information. 

Authentication 
Authentication is the process of verifying that a user or a server component is who it claims to be. 
There are many ways to perform authentication. The Sametime community server uses several. 

User Authentication 
User authentication is performed by the Users server application, which supplies the 
authentication service. This server application works with the user directory, rather than having 
the community hub access the directory directly, thereby speeding data transfer throughout the 
community. The Users server application uses an SPI to interact with the directory in order to 
perform the authentication. The default SPIs provided with Sametime support LDAP and Notes 
directories. 

Currently, the authentication of users is performed via a user name and password or a token 
mechanism. The default implementation of this SPI supports both LTPA and Sametime tokens. 

The installed Sametime Connect client prompts the user for name and password. Applets, 
including Java Connect and the MRC, receive an authentication token as an applet parameter, 
which is then used to authenticate the connection to the Sametime community server. Note that 
this approach assumes that the web page containing each applet is downloaded to the client’s 
browser via HTTPS, so that the authentication token is properly protected. Domino and 
WebSphere contain settings that ensure this. 

It is important to note that the authentication token is treated by Sametime as an opaque string. It 
is set by the Web application that pushes an applet to the client. It is then passed back to the 
server and handed to the authentication SPI as described above. No assumptions are made about 
the format of the token. Sametime uses LTPA tokens by default, but it is possible to use a 
different type of token by replacing both the Web application code that sets the token and the 
authentication SPI that checks it. 

Note that if the Sametime community server is configured to allow anonymous users, a user may 
log in to the community without identifying him/herself. 

Server Authentication 
In many cases, one server component needs to connect to another. Examples include hub-to-hub, 
multiplexer to hub, and server application to hub connections. These connections are 
authenticated by checking the IP address from which the connection comes and ensuring that the 
IP is listed in the configuration as an IP from which the specific server component should 
connect. 
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Encryption 
User connections are authenticated using either username/password or an authentication token. 
Either way, the client and server use Diffie-Hellman to agree on a secret key. That key is then 
used to encrypt the authentication information that is sent to the server. 

Note 	 In N-way chats, the community hub distributes a single copy of each message to the 
multiplexers involved, while the multiplexers distribute the message to the appropriate 
logins. Note that encryption may render this optimization unusable, since each chat 
participant may have a different encryption key. 

Currently, Sametime encrypts the following information: 

• Authentication information 

• Chats including multi participant conferences.  
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